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This research presents three opportunities to 
create safer online spaces:

1. Encourage users already using ‘exit strat-
egies’ to shift to active content reporting and 
moderation. Many users are not inclined to 
WXUQ� WR� RɝFLDO� FRQWHQW� UHSRUWLQJ� FKDQQHOVȃ 
RU�FRQWLQXH�WR�XVH�WKHPȃEHFDXVH�WKH\�GR�QRW�
WUXVW�WKDW�UHSRUWLQJ�ZLOO�OHDG�WR�WDQJLEOH�UHVXOWV��

6RFLDO� PHGLD� FRPSDQLHV� VKRXOG� LPSURYH�
WUDQVSDUHQF\�DQG�IHHGEDFN�ORRSV�LQ�IRUPDO�
FRQWHQW�UHSRUWLQJ�IHDWXUHV��WKURXJK�LQVWDQW�
UHVSRQVH� IHDWXUHV� VXFK� DV� Ȋ<RX� DQG� VL[W\�
WKUHH� RWKHUV� UHSRUWHG� WKLV� FRQWHQW� DV�
KDUPIXOȋ�DQG�H[SODQDWLRQV�RI�ZKDW� W\SH�RI�
UHVSRQVH�FDQ�EH�H[SHFWHG�

$W� WKH� WLPH� RI� UHSRUWLQJ� KDUPIXO� FRQWHQW��
VRFLDO�PHGLD�FRPSDQLHV�VKRXOG�GLUHFW�XVHUV�
WR� DGGLWLRQDO� ZD\V� WR� GHDO� ZLWK� KDUPIXO�
FRQWHQW�RQOLQH��UHIHUULQJ�WKHP�WR�UHVRXUFHV�
RQ� KRZ� WR� HQJDJH� LQ� QRQ�DGYHUVDULDO�
FRPPXQLFDWLRQ� ZLWK� XVHUV� RI� GL΍HUHQW�
EHOLHIV� RU� OLQNLQJ� WR� D� GDWDEDVH� RI� KDWH�
VSHHFK� RU� PLVLQIRUPDWLRQ� PDQDJHPHQW�
RUJDQL]DWLRQV�� 6XFK� UHVRXUFHV� ZRXOG�
SURYLGH� FRQFUHWH� RSWLRQV� IRU� XVHUV� WR� JR�
EH\RQG�EORFNLQJ�DQG�XQIROORZLQJ�

2. Form partnerships with organizations in- 
FRXQWU\� ZLWK� GHHS� XQGHUVWDQGLQJ� RI� FRQȵLFW 
dynamics to help identify and transform cultur-
DO�DQG�VRFLDO�EDUULHUV�WR�FRQWHQW�UHSRUWLQJ��

6RFLDO� PHGLD� FRPSDQLHV� VKRXOG� DVVLJQ� D�
SRLQW�SHUVRQ� ZLWKLQ� D� FRXQWU\� SRUWIROLR�
WHDP� WR� UHJXODUO\� HQJDJH� ZLWK� ORFDO� FLYLO�

1 EXECUTIVE SUMMARY

Organized disinformation campaigns and ma-
lign actors use social media to increase polar-
ization and incite violence around the world. 
+DUPIXO� RQOLQH� FRQWHQWȃLQFOXGLQJ� KDWH� VSHHFK��
IDOVH� QHZV�� F\EHUEXOO\LQJ�� DQG� LQȵDPPDWRU\� UX�
PRUVȃFDQ� VSUHDG� TXLFNO\� DQG� UHDFK� PLOOLRQV��
:KLOH� UHVHDUFK� RQ� KRZ� PDOLJQ� DFWRUV� XVH� VRFLDO�
PHGLD�LV�JURZLQJ��LW�LV�VWLOO�UDUH�IRU�UHVHDUFKHUV�DQG�
SROLF\�PDNHUV�WR�GLUHFWO\�HQJDJH�ZLWK�HQG�XVHUV�LQ�
FRQȵLFW�VHWWLQJV��7KLV�LV�ODUJHO\�GXH�WR�PHWKRGRORJ�
LFDO�FKDOOHQJHV�UHODWHG�WR�DFFHVV��ODQJXDJH�EDUULHUV��
SROLWLFDO�FRQVWUDLQWV��PRELOLW\�OLPLWDWLRQV��DQG�PRVW�
LPSRUWDQWO\� HVWDEOLVKLQJ� WUXVW� DPRQJ� SRWHQWLDO�
VWXG\�SDUWLFLSDQWV��$V�D�UHVXOW��PXFK�OHVV�LV�NQRZQ�
DERXW�KRZ�LQGLYLGXDOV�DQG�JURXSV�OLYLQJ�LQ�FRQȵLFW�
VHWWLQJV�UHVSRQG�WR�KDUPIXO�FRQWHQW�RQOLQH��

6HDUFK� IRU� &RPPRQ� *URXQG� �6HDUFK�� DLPHG� WR�
DGGUHVV� WKLV� NQRZOHGJH�JDS�E\� H[SORULQJ� WKH�RQ�
OLQH�H[SHULHQFHV�RI�VRFLDO�PHGLD�XVHUV�IURP�WKUHH�
JURXSV��

1. Direct participants in violence, LQFOXGLQJ�\RXWK�
JDQJ�PHPEHUV��SDUWLFXODUO\�IURP�LQGLJHQRXV�EDFN�
JURXQGV�LQ�*XDWHPDOD�DQG�+RQGXUDV��IRUPHU�ȴJKW�
HUV�IURP�WKH�DO�6KDEDDE�LQVXUJHQF\�JURXS�LQ�.HQ\D�
DQG�7DQ]DQLD��DQG�UHFHQW�DUPHG�JURXS�UHFUXLWV�RI�
WKH�$UDNDQ�$UP\�LQ�0\DQPDU�

2. Those who socialize with direct participants 
of violence,�LQFOXGLQJ�IULHQGV�DQG�IDPLO\�PHPEHUV��

UHOLJLRXV� OHDGHUV�� VXFK� DV� LPDPV� DQG� %XGGKLVW�
PRQNV�� DV�ZHOO� DV� VRFLDO�ZRUNHUV� DQG� FRPPXQLW\�
RUJDQL]HUV�ZKR�KDYH�ZRUNHG�ZLWK�YXOQHUDEOH�\RXWK�
JURXSV�

3. Active resistors of violence,� LQFOXGLQJ� ORFDO�
\RXWK�DQG�\RXQJ�SURIHVVLRQDOV�� FLYLO� VRFLHW\�RUJD�
QL]HUV� DQG� OHDGHUV�� MRXUQDOLVWV�� DQG�1*2�ZRUNHUV�
ZKR�KDYH�ZRUNHG�LQ�LQWHUIDLWK�GLDORJXH�DQG�VRFLDO�
PHGLD�OLWHUDF\�LQLWLDWLYHV�

:H�DLPHG�WR�DGGUHVV�WKH�FHQWUDO�UHVHDUFK�TXHVWLRQ��
KRZ�GR�XVHUV�LQ�YLROHQW�FRQȵLFW�VHWWLQJV�H[SHULHQFH�
DQG�KDQGOH�KDUPIXO�FRQWHQW�RQOLQH"�

:H� VSRNH� WR� ��� LQGLYLGXDOV� IURP� WKHVH� JURXSV�
DFURVV� IRXU�JHRJUDSKLF� UHJLRQV�� WKH�1RUWKHUQ�7UL�
DQJOH� �(O� 6DOYDGRU�� *XDWHPDOD�� +RQGXUDV��� (DVW�
$IULFD� �.HQ\D�DQG�7DQ]DQLD���&HQWUDO�$VLD� �.\UJ\]�
VWDQ��� DQG� 6RXWKHDVW� $VLD� �0\DQPDU���:LWK� ULVLQJ�
LQWHUQHW�SHQHWUDWLRQ�UDWHV�LQ�WKHVH�FRQȵLFW�D΍HFWHG�
FRQWH[WV� RQOLQH� YLROHQFH� LV� LQFUHDVLQJO\�PLUURULQJ�
DQG�FRPSOHPHQWLQJ�RɞLQH�YLROHQFH��ΖW�LV�LPSRUWDQW�
WR�XQGHUVWDQG�WKH�LQGLYLGXDO�DQG�JURXS�OHYHO�UHVLO�
LHQFLHV�WRZDUGV�WKHVH�QHZHU�PDQLIHVWDWLRQV�RI�YLR�
OHQFH�LQ�RQJRLQJ�FRQȵLFW�VHWWLQJV�

The study found that:

���7KH�ZRUVW�YLROHQW�FRQWHQW��DQG�PRVW�H΍HFWLYH�
responses to it, appear in private groups and 
messages. 

The most violent content and criminal 
DFWV�� LQFOXGLQJ� KDUDVVPHQW�� WKUHDWV�� DQG�
H[WRUWLRQ�� RFFXUUHG� LQ� SULYDWH� JURXSV� DQG�
GLUHFW� PHVVDJHV�� +RZHYHU�� PDQ\� VWXG\�
SDUWLFLSDQWV� DOVR� XVH� SULYDWH� JURXSV� RQ�
)DFHERRN� WR� FROOHFWLYHO\� UHSRUW� FRQWHQW� WR�
WDFNOH�PLVLQIRUPDWLRQ�DQG�KDWH�VSHHFK�

2. Users actively try to make their online spaces 
safer. 

2YHU� RQH�WKLUG� RI� WKH� SDUWLFLSDQWV� XVHG�
RɝFLDO� UHSRUWLQJ� FKDQQHOV� WR� DGGUHVV�
KDWH�VSHHFK�EXW�QRW�DOO�IHHO�HQFRXUDJHG�WR�
FRQWLQXH�XVLQJ�WKHP��'LUHFW�SDUWLFLSDQWV� LQ�
YLROHQFH� UHSRUWHG� IHHOLQJ� XQFRPIRUWDEOH�
with some content and wanted to take 
SURDFWLYH� DFWLRQV� WR� UHGXFH� WKHLU� IDPLO\�
PHPEHUVȇ� H[SRVXUH� WR� VXFK� KDUPIXO�
content.

6RPH�XVHUV�GLUHFWO\�HQJDJHG�ZLWK�FUHDWRUV�
RU�ERRVWHUV�RI�KDUPIXO� FRQWHQW� YLD�SULYDWH�
PHVVDJLQJ�RU�VHWWOLQJ�GLVSXWHV�E\�ȆȴJKWLQJ�LW�
RXWȇ�LQ�SHUVRQ��

Ȇ([LW� VWUDWHJLHVȇ� LQFOXGLQJ� EORFNLQJ�� XQ�
IROORZLQJ�� DQG� GHOHWLQJ� KDUPIXO� DFFRXQWV�
DQG� SDJHV� DUH� WKH� PRVW� FRPPRQ� ZD\�
WKURXJK� ZKLFK� XVHUV� VHHN� WR� UHGXFH� WKHLU�
H[SRVXUH�WR�KDUPIXO�FRQWHQW�RQOLQH��

→

→

→

→

→

→

→

([HFXWLYH�6XPPDU\
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VRFLHW\�� UHOLJLRXV� FRPPXQLWLHV�� \RXWK�
JURXSV��QDWLRQDO�VHFXULW\�JURXSV��DQG� ORFDO�
LQȵXHQFHUV� WR�VKDUH� LQIRUPDWLRQ�� FRQFHUQV�
DQG�ULVNV�LQ�WKH�RQOLQH�VSDFH��

&R�GHVLJQ� DQG� LPSOHPHQW� LQWHUYHQWLRQV� LQ�
FRQȵLFW�D΍HFWHG�FRPPXQLWLHV�WR�WUDQVIRUP�
WKH� VWUXFWXUDO�� VRFLDO�� DQG� FXOWXUDO� EDUULHUV�
WR� PLWLJDWLQJ� KDUPIXO� FRQWHQW� RQOLQH� DQG�
FRQWULEXWH�WR�D�KHDOWK\�RQOLQH�HQYLURQPHQW�
VXFK�DV�RQOLQH�DFWLYLVP�FDPSDLJQV��

3. Focus on making private platforms safer. 

&UHDWH� FHQWUDO� UHVRXUFHV� DQG� WUDLQLQJ� IRU�
JURXS� DGPLQLVWUDWRUV� DQG� FRPPXQLW\�
PRGHUDWRUV�WR�XSKROG�VWDQGDUGV�LQ�SULYDWH�
JURXS�VHWWLQJV�VXFK�DV�)DFHERRN�JURXSV�DQG�
PHVVDJLQJ� SODWIRUPV� VXFK� DV� :KDWV$SS��
7ZLWWHU�'0V��DQG�6LJQDO�

)DFLOLWDWH�QHWZRUNLQJ�RU�LQIRUPDWLRQ�VKDULQJ�
FKDQQHOV� DPRQJVW� JURXS� DGPLQLVWUDWRUV�
DQG� FRPPXQLW\� PRGHUDWRUV� RI� GL΍HUHQW�
JURXSV�WR�VKDUH�EHVW�SUDFWLFHV�LQ�PLWLJDWLQJ�
KDUPIXO� FRQWHQW� DQG� IRVWHULQJ� SRVLWLYH�
GLDORJXH�LQ�WKHLU�JURXSV�

&UHDWH� UHSRUWLQJ� PHFKDQLVPV� IRU� FORVHG�
JURXS�� FRQYHUVDWLRQ� DQG� PHVVDJH�OHYHO�
FRPPXQLFDWLRQV��

→

→

→

→
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Social media has created a more connected 
ZRUOG��%XW�DORQJ�ZLWK�WKH�JRRG��WKH�ELDVHV��IDNH�
news, and prejudices that disrupt societies play 
RXW� WKURXJK� )DFHERRN�� ΖQVWDJUDP�� :KDWV$SS��
7ZLWWHU��<RX7XEH��7LN7RN��DQG�RWKHU�SODWIRUPV�  
 

0DOLJQ� DFWRUV�� UDQJLQJ� IURP� VWUHHW� JDQJV�1� UHEHO�
JURXSV�2� DQG� PDȴDV3 to terrorist networks4 and 
DXWKRULWDULDQ� UHJLPHV�5� KDYH� XVHG� VRFLDO� PHGLD�
SODWIRUPV� DQG� GLJLWDO� WHFKQRORJLHV� DV� PHDQV� WR�
VHZ�DQLPRVLW\�DQG�KDWUHG�LQ�VRFLHWLHV��FRRUGLQDWH�
YLROHQW� IRUPV� RI� FROOHFWLYH� DFWLRQ� DQG� FRQGXFW�
VXUYHLOODQFH� DQG� RSSUHVVLRQ�6� 'DQJHURXV� RQOLQH�
FRQWHQW�FDQ�VSUHDG�UDSLGO\�WR�PLOOLRQV�RI�XVHUV�DQG�
KDV�DPSOLȴHG�GLYLGHV�DQG�FDWDO\]HG�PDVV�YLROHQFH�7 
7KH� WKUHDW� RI� KDUPIXO� FRQWHQW� LV� SDUWLFXODUO\�
SURQRXQFHG�LQ�IUDJLOH�FRQWH[WV�WKDW�KDYH�D�KLVWRU\�
RI�YLROHQW�FRQȵLFW��

:KLOH�UHVHDUFK�RQ�KRZ�PDOLJQ�DFWRUV�XVH�VRFLDO�PH�
GLD�WR�DGYDQFH�WKHLU�LQWHUHVWV�LV�JURZLQJ��WKHUH�KDV�
EHHQ�OLWWOH�GLUHFW�HQJDJHPHQW�ZLWK�LQGLYLGXDOV�DQG�
JURXSV� LQ� FORVH� SUR[LPLW\� WR� YLROHQW� FRQȵLFW�� DQG�
XQGHUVWDQGLQJ� RI� KRZ� WKH\� KDQGOH� KDUPIXO� FRQ�
WHQW�RQOLQH�� 6HDUFK� IRU�&RPPRQ�*URXQG� �6HDUFK��
VHW�RXW� WR� DGGUHVV� WKLV� NQRZOHGJH�JDS�E\�HQJDJ�
LQJ�ZLWK�LQGLYLGXDOV�IURP�FRXQWULHV�ZLWK�KLVWRULHV�RI�
ORQJ�VWDQGLQJ�GLYLVLRQV�DQG�YLROHQW�FRQȵLFWV�

Our study revealed a spectrum of activities 

that individuals and groups in close proximity to  

2 INTRODUCTION

YLROHQW�FRQȵLFW�DUH�WDNLQJ�WR�NHHS�WKHLU�GLJLWDO�VSDF-

es safe. While strategies vary, many are motivated 

by a desire for ownership and agency in their inter-

actions with harmful content online.

'HSHQGLQJ� RQ� WKHLU� EDFNJURXQG�� LQGLYLGXDOV� IHHO�
FRPIRUWDEOH�XVLQJ�ȆH[LW�VWUDWHJLHVȇ��VXFK�DV�EORFNLQJ��
XQIROORZLQJ��DQG�GHOHWLQJ�DFFRXQWV�DQG�SDJHV�WKDW�
WKH\�VHH�DV�KDUPIXO��ΖQGLYLGXDOV�DOVR�VHWWOH��GLVSXWHV�
WKDW�VSDUN�RQOLQH�E\�ȆWDONLQJ�LW�RXWȇ��

7KLV�VWXG\�VXJJHVWV�D�QXPEHU�RI�RSSRUWXQLWLHV�WKDW�
VRFLDO� PHGLD� FRPSDQLHV� DQG� FLYLO� VRFLHW\� RUJDQL�
]DWLRQV�FDQ� OHYHUDJH� WR�HQFRXUDJH�XVHUV� WR�PRYH�
DORQJ� D� FRQWLQXXP� IURP� XVLQJ� ȆH[LW� VWUDWHJLHVȇ� WR�
XWLOL]LQJ�RQOLQH�FRQWHQW�UHSRUWLQJ�PRUH�SURDFWLYHO\��

 
1) Direct participants in violence. 7KLV�JURXS�SULPDULO\�

FRQVLVWHG�RI�PHQ��ZKRVH�DYHUDJH�DJH�ZDV����\HDUV�ROG��0RVW�

RI�WKHP�FRPH�IURP�D�ORZHU�VRFLR�HFRQRPLF�EDFNJURXQG�DQG�

UHVLGH�LQ�UXUDO�DUHDV��'HSHQGLQJ�RQ�WKH�FRQWH[W��PHPEHUV�RI�

WKLV�JURXS�ZHUH�HLWKHU�SUHYLRXVO\�RU�DUH�FXUUHQWO\�LQYROYHG�LQ�

\RXWK�VWUHHW�JDQJV�RU�PLOLWDQW�DQG�DUPHG�JURXSV������RI�RXU�

VWXG\�SDUWLFLSDQWV�FDPH�IURP�WKLV�EDFNJURXQG�

 
ΖOOXVWUDWLYH�SURȴOH 

$ERXG��D����\HDU�ROG�IRUPHU�DO�6KDEDDE�

PHPEHU�IURP�0RPEDVD��.HQ\D��GLUHFWO\�

SDUWLFLSDWHG�LQ�YLROHQFH�WKURXJK�KLV�LQ�

YROYHPHQW�ZLWK�WKH�JURXS��+H�WKLQNV�WKDW�

VRFLDO�PHGLD�IXHOV�GLYLVLRQV�DQG�WULHV�WR�

PDNH�VXUH�KLV�FKLOGUHQ�DUH�QRW�H[SRVHG�

WR�KDUPIXO�FRQWHQW�WKDW�DO�6KDEDDE�

PHPEHUV�FLUFXODWH�DV�ZHOO�DV�RWKHU�

FRQWHQW�WKDW�KH�FRQVLGHUV�FRUUXSWLQJ��

E\�EORFNLQJ��GHOHWLQJ��DQG�XQIROORZLQJ�

SDJHV�DQG�DFFRXQWV�

Read more about Aboud on Page 21 

 
2)  Those who socialize with direct participants of vio-
lence. 7KLV�JURXS�ZDV�HYHQO\�VSOLW�EHWZHHQ�PHQ�DQG�ZRPHQ�

DQG�LQFOXGHG�IULHQGV�DQG�IDPLO\�PHPEHUV��HGXFDWRUV�DV�

ZHOO�DV�VRFLDO�ZRUNHUV�DQG�FRPPXQLW\�RUJDQL]HUV�ZKR�KDYH�

ZRUNHG�ZLWK�YXOQHUDEOH�\RXWK�JURXSV��7KH\�WHQG�WR�EH�VNHS�

WLFDO�RI�HQJDJLQJ�LQ�YLROHQFH�DQG�ZRUU\�DERXW�WKHLU�IDPLO\�

PHPEHUV��IULHQGV�DQG�RWKHU�FRPPXQLW\�PHPEHUV�JHWWLQJ�

GUDZQ�LQWR�\RXWK�JDQJV��LQVXUJHQF\�RU�DUPHG�JURXSV��7KH\�

DUH��EHWWHU�HGXFDWHG�DQG�PRUH�OLNHO\�WR�EH�HPSOR\HG�LQ�FRP�

SDULVRQ�WR�WKH�ȴUVW�JURXS��8VHUV�IURP�WKLV�JURXS�UHSUHVHQW�

HG�����RI�VWXG\�SDUWLFLSDQWV�� 

 
ΖOOXVWUDWLYH�SURȴOH 

0DWHR�LV�D����\HDU�ROG�\RXWK�OHDGHU�

IURP�4XLFK«��*XDWHPDOD�ZKR�VRFLDOL]HV�

ZLWK�WKRVH�ZKR�GLUHFWO\�SDUWLFLSDWH�LQ�

YLROHQFH��+H�DOPRVW�MRLQHG�D�JDQJ�EXW�

PDQDJHG�WR�UHVLVW��+H�GRHVQȇW�UHSRUW�

KDUPIXO�FRQWHQW�GXH�WR�KLV�IHDU�RI�UHWDOL�

DWLRQ�E\�WKH�SHUVRQ�DFFXVHG�

Read more about Mateo on Page 25

 
3) Active resistors of violence. 7KLV�JURXS�ZDV�HYHQO\�VSOLW�
EHWZHHQ�PHQ�DQG�ZRPHQ�DQG�LQFOXGHG�ORFDO�\RXWK�DQG�

\RXQJ�SURIHVVLRQDOV��FLYLO�VRFLHW\�RUJDQL]HUV�DQG�OHDGHUV��

MRXUQDOLVWV�DQG�1*2�UHSUHVHQWDWLYHV�ZKR�KDYH�ZRUNHG�LQ�

LQWHUIDLWK�GLDORJXH��DQG�VRFLDO�PHGLD�OLWHUDF\�LQLWLDWLYHV��7KLV�

JURXS�SULPDULO\�UHVLGHV�LQ�FDSLWDO�RU�RWKHU�ODUJHU�FLWLHV�DQG�

KDV�KLJKHU�HGXFDWLRQDO�DWWDLQPHQW�DV�ZHOO�DV�VRFLR�HFRQRPLF�

VWDWXV��7KH\��UHSUHVHQWHG�����RI�VWXG\�SDUWLFLSDQWV� 

 
ΖOOXVWUDWLYH�SURȴOH 

0DU\DP�LV�D����\HDU�ROG�5DNKLQH�0XVOLP�

ZRPDQ�IURP�0\DQPDU��6KH�LV�DQ�DFWLYH�

UHVLVWRU�WR�YLROHQFH�WKURXJK�KHU�ZRUN�

ZLWK�\RXWK�RQ�LQIRUPDWLRQ�PDQDJHPHQW�

DQG�KHU�LQYROYHPHQW�LQ�ORFDO�SROLWLFV��

6KH�UHSRUWV�FRQWHQW�DQG�EHOLHYHV�WKDW�

PRELOL]LQJ�OLNH�PLQGHG�SHRSOH�WR�PDVV�

UHSRUW�LV�H΍HFWLYH�

Read more about Maryam on Page 15

30%
38%

32%

'LUHFW�SDUWLFLSDQWV�
RI�YLROHQFH

7KRVH�ZKR�VRFLDOL]H�
ZLWK�GLUHFW�SDUWLFL�
SDQWV�RI�YLROHQFH

Active resistors 
RI�YLROHQFH

��5(6($5&+�'(6Ζ*1��

Search engaged with social media users from three 

groups for this study:

ΖQWURGXFWLRQ
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ΖQ�HDFK�FRQWH[W��WKH�UHVHDUFK�WHDP�XVHG�D�FRPELQD�
WLRQ�RI�SXUSRVLYH�DQG�VQRZEDOO�VDPSOH�DSSURDFK�
HV�� :H� IROORZHG� D� SXUSRVLYH� VDPSOLQJ� DSSURDFK�
WR�LGHQWLI\�GLUHFW�SDUWLFLSDQWV�RI�YLROHQFH�DQG�WKHQ�
ZRUNHG�ZLWK�ORFDO�UHVHDUFKHUV�WR�LGHQWLI\�DSSURSUL�
DWH�LQGLYLGXDOV�ZLWK�D�UDQJH�RI�SHUVSHFWLYHV�RQ�WKH�
WRSLF��ΖQ�SXUSRVHO\�VHOHFWLQJ�WKH�ȴUVW�JURXS��ZH�UH�
OLHG�RQ�6HDUFKȇV�LQ�FRXQWU\�WHDPV�DQG�UHVHDUFKHUVȇ�
SDVW�H[SHULHQFH�DV�ZHOO�DV�WKHLU�HVWDEOLVKHG�UDSSRUW�
ZLWK�FRPPXQLWLHV�RI�LQWHUHVW��)RU�H[DPSOH��RXU�UH�
VHDUFKHU� LQ�.HQ\D�KDG�FRPSOHWHG�H[WHQVLYH�VWXG�
LHV� LQYROYLQJ� DO�6KDEDDE� PHPEHUV� DQG� KDG� HDV\�
DFFHVV�WR�D�QXPEHU�RI�LQGLYLGXDOV��2XU�UHVHDUFKHU�
LQ�0\DQPDU�KDG� FRQQHFWLRQV� WR�$UDNDQ�$UP\� UH�
FUXLWV�� %XGGKLVW� DQG� UHOLJLRXV� OHDGHUV�� DQG� \RXWK�
LQ�<DQJRQ�DQG�5DNKLQH��2XU�UHVHDUFKHUV�LQ�.\UJ\]�
VWDQ�KDG�GRQH�QXPHURXV� VWXGLHV� LQ� WKH�6RXWK�RI�
WKH�FRXQWU\�ZLWK�\RXWK�JURXSV�FRQVLGHUHG�VXVFHS�
WLEOH�IRU�UHFUXLWPHQW�WR�IRUFHV�LQ�6\ULD��

2QFH� UHVHDUFKHUV� FRPSOHWHG� LQWHUYLHZV� ZLWK� WKH�
ȴUVW�JURXS��WKH\�IROORZHG�D�VQRZEDOO�VDPSOLQJ�DS�
SURDFK�DQG�DVNHG�SDUWLFLSDQWV�WR�UHIHU�WKHLU�IDPLO\�
PHPEHUV��QHLJKERUV��DQG�SHHUV�LQ�WKH�FRPPXQLW\�
LQ�RUGHU�WR�UHFUXLW�PHPEHUV�RI�WKH�VHFRQG�JURXS��
)LQDOO\��WKH�UHVHDUFKHUV�XVHG�D�FRPELQDWLRQ�RI�ERWK�
SXUSRVLYH�DQG�VQRZEDOO� VDPSOLQJ�PHWKRGV� WR� UH�
FUXLW� SDUWLFLSDQWV� ZKR�PDWFKHG� FKDUDFWHULVWLFV� RI�
DFWLYH�UHVLVWRUV�RI�YLROHQFH��7KURXJKRXW�WKH�HQWLUH�
UHVHDUFK� SURFHVV�� WKH� UHVHDUFK� WHDP� PDGH� VXUH�
WKDW�RXU�VWXG\�GLG�QR�KDUP�WR�WKH�SDUWLFLSDQWV�RU�WR�
WKH�VXUURXQGLQJ�FRPPXQLWLHV��

��5(6($5&+�&217(;7��

:H�VSRNH� WR� ��� LQGLYLGXDOV� IURP� WKHVH� JURXSV� LQ�
'HFHPEHU� ����� LQ� VHYHQ� FRXQWULHV� DFURVV� IRXU�
JHRJUDSKLF�UHJLRQV��WKH�1RUWKHUQ�7ULDQJOH��(O�6DO�
YDGRU�� *XDWHPDOD�� +RQGXUDV��� East Africa� �.HQ�
\D� DQG� 7DQ]DQLD���Central Asia� �.\UJ\]VWDQ��� DQG�
Southeast Asia� �0\DQPDU��� (DFK� FRXQWU\� KDV� D�
KLVWRU\� RI� ORQJ�VWDQGLQJ� VRFLDO�� SROLWLFDO�� DQG�RU�
LGHQWLW\�EDVHG�FRQȵLFWV��7KHVH�FRXQWULHV�DOVR�H[SH�
ULHQFHG�LQVWDQFHV�RI�PDVV�YLROHQFH�DJDLQVW�FLYLOLDQV�
LQ� WKH� ODVW� WZR� GHFDGHV�� $V� LQWHUQHW� SHQHWUDWLRQ�
UDWHV�LQFUHDVH�TXLFNO\�LQ�WKHVH�DQG�RWKHU�FRQȵLFW�DI�
IHFWHG�FRQWH[WV��WKH�WDNHDZD\V�IURP�WKLV�UHVHDUFK�
DUH� UHOHYDQW� IRU� XVHUV� IURP� VLPLODU� EDFNJURXQGV�
ZKR�OLYH�LQ�SUR[LPLW\�WR�YLROHQFH�HOVHZKHUH�DURXQG�
WKH�JOREH���

7R� JXDUDQWHH� DQRQ\PLW\�RI� DQG� FRQȴGHQWLDOLW\� WR�
WKH�LQGLYLGXDOV�LQWHUYLHZHG��WKH�UHVHDUFK�WHDP�NHSW�
RQO\�WKH�GHPRJUDSKLF�GDWD�VXFK�DV�DJH��HWKQLFLW\��
DQG�UHOLJLRQ��$OO�RWKHU�SHUVRQDO�LQIRUPDWLRQ�VXFK�DV�
QDPHV��QDPHV�RI�IDPLO\�PHPEHUV��DQG�RWKHUV�DUH�
FKDQJHG��3VHXGRQ\PV�DUH�XVHG�WKURXJKRXW�WKH�UH�
SRUW�

1RUWKHUQ�7ULDQJOH�)RFXV�&RXQWULHV�

East Africa Focus Countries:

El Salvador
Population: ����PLOOLRQ�SHRSOH

ΖQWHUQHW�3HQHWUDWLRQ� ����SHQHWUDWLRQ8 

ΖQWHUQHW�8VHUV� 3.3 million—420,000 new 
LQWHUQHW�XVHUV�EHWZHHQ������DQG�����

*XDWHPDOD
Population: �����PLOOLRQ�SHRSOH

ΖQWHUQHW�3HQHWUDWLRQ� ����SHQHWUDWLRQ9 

ΖQWHUQHW�8VHUV� 11.8 million—217,000 new 
LQWHUQHW�XVHUV�EHWZHHQ������DQG�����

Honduras
Population:����PLOOLRQ�SHRSOH

ΖQWHUQHW�3HQHWUDWLRQ� ����SHQHWUDWLRQ10 

ΖQWHUQHW�8VHUV� ����PLOOLRQȃ��������QHZ�
LQWHUQHW�XVHUV�EHWZHHQ������DQG�����

Kenya
Population: �����PLOOLRQ�SHRSOH

ΖQWHUQHW�3HQHWUDWLRQ� ����SHQHWUDWLRQ11 

ΖQWHUQHW�8VHUV� �����PLOOLRQȃ��������QHZ�
LQWHUQHW�XVHUV�EHWZHHQ������DQG�����

Tanzania
Population: �����PLOOLRQ�SHRSOH

ΖQWHUQHW�3HQHWUDWLRQ� ����SHQHWUDWLRQ12 

ΖQWHUQHW�8VHUV� �����PLOOLRQȃ��������QHZ�
LQWHUQHW�XVHUV�EHWZHHQ������DQG�����

0(;Ζ&2
BELIZE

1Ζ&$5$*8$

+21'85$6

.(1<$

7$1=$1Ζ$

*8$7(0$/$

(/�6$/9$'25

COSTA RICAPACIFIC OCEAN
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GULF OF MEXICO

CUBA

PANAMA

620$/Ζ$

INDIAN OCEAN

(7+Ζ23Ζ$6287+�68'$1

8*$1'$

=$0%Ζ$

%8581'Ζ

5:$1'$

02=$0%Ζ48(

DRC
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Central Asia Focus Countries:

Southeast Asia Focus Countries:

Kyrgyzstan
Population: ����PLOOLRQ�SHRSOH

ΖQWHUQHW�3HQHWUDWLRQ� ����SHQHWUDWLRQ13 

ΖQWHUQHW�8VHUV� ����PLOOLRQȃ��������QHZ�
LQWHUQHW�XVHUV�EHWZHHQ������DQG�����

Myanmar
Population: �����PLOOLRQ�SHRSOH

ΖQWHUQHW�3HQHWUDWLRQ� ����SHQHWUDWLRQ14 

ΖQWHUQHW�8VHUV� �����PLOOLRQȃ����PLOOLRQ�
QHZ�LQWHUQHW�XVHUV�EHWZHHQ������DQG�����

1R��RI�3DUWLFLSDQWV���68

Age Range:  16-52

Average Age:  30

74%

56%
62%

26% 24%

3%

15%

28%

3HUFHQWDJH�RI�3DUWLFLSDQWV�8VLQJ�9DULRXV�6RFLDO�0HGLD�3ODWIRUPV�

32%

68%

*HQGHU�%UHDNGRZQ�RI�3DUWLFLSDQWV� 

Male

Female

��3$57Ζ&Ζ3$17�'(02*5$3+Ζ&6��
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7KH� PDMRULW\� RI� VWXG\� SDUWLFLSDQWVȃLQFOXGLQJ�
WKRVH�HQJDJHG�LQ�YLROHQW�JURXSVȃGLG�QRW�ZDQW�
to interact with content that they consider 
harmful. Moreover, participants from all 
groups have taken steps to create safer online 
environments for themselves and their close 
ones. Although the ways in which individuals 
UHVSRQG�PD\�GL΍HU�� SDUWLFLSDQWV� LQGLFDWH� WKDW�
they want to feel a sense of ownership and 
agency when they handle harmful content.

ΖQ� WKH� VHFWLRQV� WKDW� IROORZ�� ZH� GLVFXVV� WKH� PDLQ�

ȴQGLQJV� RI� WKH� VWXG\� UHODWHG� WR� SDUWLFLSDQWVȇ�

H[SHULHQFHV� RI� KDUPIXO� FRQWHQW� DQG� WKUHH� PDLQ�

WDFWLFV� WKDW� WKH\�KDYH� UHOLHG�RQ� WR� WDFNOH�KDUPIXO�

FRQWHQW� RQOLQH��:H� GLVFXVV� WKH� IDFWRUV� WKDW� KDYH�

HQFRXUDJHG�VRPH�WR�XVH�RɝFLDO�FRQWHQW�UHSRUWLQJ�

FKDQQHOV� DQG� SURPSWHG� RWKHUV� WR� UHO\� RQ� ȆH[LW�

VWUDWHJLHVȇ�LQVWHDG�

7KH�ZRUVW� YLROHQW� FRQWHQW�� DQG�PRVW�H΍HFWLYH�
responses to it, appears in private groups and 
messages.

)RU� UHVSRQGHQWV� LQ� FRQWH[WV� OLNH� (O� 6DOYDGRU�� WKH�
PRVW� YLROHQW� FRQWHQW� �LQFOXGLQJ� YLROHQW� LPDJHU\�
DQG�UKHWRULF��H[WUHPLVW��DQG�YLROHQW�LGHRORJLHV��DQG�
PRVW�GLUHFW�YLROHQFH� �VXFK�DV�KDUUDVVPHQW��H[WRU�
WLRQ�� DQG� LQWLPLGDWLRQ�� KDSSHQHG� WKURXJK�SULYDWH�
JURXSV� DQG� GLUHFW� PHVVDJHV�� $W� WKH� VDPH� WLPH��

3 KEY FINDINGS

UHVSRQGHQWV� LQ�0\DQPDU��.\UJ\]VWDQ��DQG�7DQ]D�
QLD�VSRNH�RI�WKH�LPSRUWDQFH�DQG�SRZHU�RI�SULYDWH�
JURXSV� WR� FUHDWH� VDIHU� RQOLQH� VSDFHV�� 7KHVH� SUL�
YDWH�JURXSV�SURYLGHG�SRVLWLYH�FRPPXQLW\�DQG�VDIH�
VSDFHV�WR�GLVFXVV�H[SHULHQFHV�ZKLOH�DOVR�HQDEOLQJ�
EXUGHQ�VKDULQJ�IRU�UHSRUWLQJ�FRQWHQW�DQG�WDFNOLQJ�
PLVLQIRUPDWLRQ�DQG�KDWH�VSHHFK�

1RW� VXUSULVLQJO\�� FORVHG� )DFHERRN� JURXSV� DQG�
SULYDWH� PHVVDJLQJ� DSSOLFDWLRQV� VXFK� 0HVVHQJHU��
:KDWV$SS�� DQG� RWKHUV� VHUYH� DV� VSDFHV� WKURXJK�
ZKLFK�RUJDQL]HG�FULPLQDO�JURXSV�UHFUXLW�QHZ�PHP�
EHUV�� WHUURUL]H� FRPPXQLWLHV� DQG� GHSOR\� WKHLU� H[�
WRUWLRQ� WDFWLFV�� $� UHVSRQGHQW� LQ� +RQGXUDV� QRWHG�
WKDW�JDQJ�PHPEHUV�UHFUXLW�QHZ�PHPEHUV�DPRQJ�
\RXWK�� E\� HQJDJLQJ� WKHP� LQ� FDVXDO� FRQYHUVDWLRQV�
WKURXJK�FORVHG�JURXSV�DQG�FKDWV�DQG�VWDWHG��Ȋ:KHQ�
\RXQJ�SHRSOH� HQJDJH�� WKH\ȇUH� DOUHDG\� LQYROYHG� LQ�
DQ�LQLWLDWLRQ�ULWXDO�ȋ�$QRWKHU�UHVSRQGHQW�IURP�+RQ�
GXUDV�ZKR� OLYHV� LQ�6DQ�3HGUR�6XOD�REVHUYHG� WKDW��
Ȋ%HFDXVH�SRYHUW\� LV�VWLOO�RQ�WKH�ULVH�DQG�WKHUHIRUH�
FULPH�DV�ZHOO��ΖQ�WKH�DUHD�ZKHUH�ZH�OLYH��PRUH�DQG�
PRUH�PLQRUV�DUH�UHFUXLWHG�ȋ

*DQJ�FOLTXHV�DQG�RUJDQL]HG�FULPLQDO�JURXSV�JDWKHU�
LQIRUPDWLRQ� DERXW� SHRSOH� WKURXJK� WKHLU� SHUVRQDO�
SURȴOHV�RQ� VRFLDO�PHGLD� DQG�XVH� WKH� LQIRUPDWLRQ�
DJDLQVW� WKHP� WR� H[WRUW� PRQH\�� $� UHVSRQGHQW� LQ�
+RQGXUDV�VKDUHG�WKDW�WKH\�RIWHQ�XVH� LQIRUPDWLRQ�
DERXW�IDPLO\�PHPEHUV��SODFH�RI�ZRUN�DQG�FKLOGUHQȇV�
VFKRRO�DQG�WKUHDWHQ�VHQGLQJ�PHVVDJHV�OLNH��ȊΖ�NQRZ�

   MARYAM’S PERSPECTIVE:   

Maryam is a 27-year old Rakhine-Muslim woman working with youth on 

information management.

6KH� DOVR� LV� KLJKO\� DFWLYH� LQ� ORFDO� SROLWLFV�� 6KH� VDLG� WKDW� VKH� KDV� HQJDJHG� LQ�
PRELOL]DWLRQ�H΍RUWV�WKURXJK�ZKLFK�OLNH�PLQGHG�SHRSOH�KDYH�FRPH�WRJHWKHU�LQ�
)DFHERRN�JURXSV�WR�UHSRUW�FHUWDLQ�NLQGV�RI�KDUPIXO�FRQWHQW��6KH�EHOLHYHV�WKDW�
WKLV�VWUDWHJ\�LV�HɝFLHQW�EHFDXVH�WKH�VRFLDO�PHGLD�FRPSDQLHV�UHYLHZ�WKH�SRVWV�
DQG�GHFLGH�ZKDW�WR�GR�EDVHG�RQ�WKH�QXPEHUV�RI�SHRSOH�ZKR�UHSRUW�WKH�VDPH�
content.

3ULYDWH�)DFHERRN�JURXSV�ZKHUH�XVHUV�NQRZ�DQG�WUXVW�RWKHU�PHPEHUV�DOORZ�IRU�
LQGLYLGXDOV�WR�RYHUFRPH�FHUWDLQ�EDUULHUV��3DUWLFXODUO\�DPRQJVW�5DNKLQH�0XVOLPV��
OLNH�0DU\DP��ZKR� DUH� D�PLQRULW\�ZLWKLQ� D�PLQRULW\� LQ�0\DQPDU�� SDUWLFLSDWLRQ�
LQ� WKHVH�SULYDWH� UHSRUWLQJ� JURXSV� LV� FRPPRQ��1HDUO\�KDOI� RI� WKH�SHRSOH� IURP�
0\DQPDU�ZKR�SDUWLFLSDWHG�LQ�WKH�VWXG\�UHIHUHQFHG�WKHVH�JURXSV�DQG�WKHLU�XWLOLW\�

.H\�)LQGLQJV
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ZKHUH�\RX�ZRUN��Ζ�NQRZ�\RXU�QDPH��<RX�KDYH�WZR�
FKLOGUHQ�� WKH\�DUH� LQ�VXFK�D�VFKRRO�� Ζ�QHHG�\RX� WR�
JLYH�PH�������� OHPSLUDV�D�ZHHN�RU� ΖȇP�JRQQD�NLOO�
WKHP�ȋ� 5HVSRQGHQWV� LQ� (O� 6DOYDGRU� KDYH� VLPLODUO\�
VKDUHG�WKDW�WKH�JDQJ�PHPEHUV�DUH�NQRZQ�WR�NHHS�
D� FORVH� WDE� RI� RWKHU� FRPPXQLW\� PHPEHUVȇ� SRVWV�
RQOLQH�� XVLQJ� WKLV� LQIRUPDWLRQ� IXUWKHU� WR� WKUHDWHQ�
RU�H[WRUW�PRQH\�

<HW�LQ�RWKHU�FRQWH[WV��UHVLVWRUV�RI�YLROHQFH�KDYH�PR�
ELOL]HG�DQG�WDFNOHG�KDUPIXO�FRQWHQW�RQOLQH�WKURXJK�
FORVHG�JURXSV�RQ�)DFHERRN��*UDVVURRWV�DFWLYLVWV�LQ�
0\DQPDU��.\UJ\]VWDQ�� DQG�7DQ]DQLD�DOO�GHVFULEHG�
FRRUGLQDWLQJ�WKHLU�UHSRUWLQJ�RI�SRVWV�DQG�DFFRXQWV�
EHFDXVH�RI�WKH�EHOLHI�WKDW�D�FULWLFDO�PDVV�ZLOO�LQȵX�
HQFH� VRFLDO�PHGLD� FRPSDQLHV� WR� GHDO�ZLWK� KDUP�
IXO�FRQWHQW��7KHVH�DFWLYLVWV�IRUP�SULYDWH�)DFHERRN�
JURXSV�WR��ȵDJ�FRQWHQW�HDVLO\�WR�WKHLU�SHHUV�ZKLFK�LV�
WKHQ�UHSRUWHG�HQ�PDVVH�WR�JHW�WKH�DWWHQWLRQ�RI�WKH�
VRFLDO�PHGLD�SODWIRUP�

Users across all three groups reported that they 
had tried to make their online spaces safer. 

7KHUH�DUH�WKUHH�PDLQ�W\SHV�RI�WDFWLFV�WKDW�VWXG\�SDU�
WLFLSDQWV�XVH�WR�WDFNOH�KDUPIXO�FRQWHQW�RQOLQH��Rɝ�
FLDO� FRQWHQW� UHSRUWLQJ� FKDQQHOV�� VHWWOLQJ� GLVSXWHV�
WKDW�VSDUN�RQOLQH�WKURXJK�GLUHFW�HQJDJHPHQW��DQG�
UHOLDQFH�RQ�ȆH[LW�VWUDWHJLHVȇ��(DFK�WDFWLF�LV�GHVFULEHG�
EHORZ��IROORZHG�E\�D�GLVFXVVLRQ�RI�ZK\�XVHUV�IURP�
GL΍HUHQW�EDFNJURXQGV�SUHIHU�RQH�RU�DQRWKHU��

Over one-third of the study participants, across 

DOO�WKUHH�JURXSV��UHSRUWHG�WKDW�WKH\�KDG�XVHG�Rɝ-

cial reporting channels on social media platforms. 

7KH\�DUH�QRW�DOO� LQFOLQHG�WR�XVH�WKHP��RU�FRQWLQXH�
WR�XVH� WKHP��KRZHYHU��$�GLVFXVVLRQ�RI�ZK\�XVHUV�
IURP� GL΍HUHQW� EDFNJURXQGV� IHHO� GLVFRXUDJHG� WR�

XWLOL]H� RɝFLDO� UHSRUWLQJ� FKDQQHOV� DSSHDUV� LQ� WKH�
VHFWLRQ�RQ�ȆH[LW�VWUDWHJLHVȇ��Read more about this dy-
namic on page 12.

Some users prefer to directly engage with perpe-

trators of harmful content.�&LWLQJ�KDUPIXO�FRQWHQW�
WKDW� LQFLWHV� YLROHQFH� EDVHG� RQ� HWKQLF� RU� UHOLJLRXV�
GLYLGHV��VRPH�XVHUV�VKDUHG�WKDW�WKH\�WULHG�WR� ȆWDON�
LW�RXWȇ�E\�VWULNLQJ�XS�D�FRQYHUVDWLRQ�WKURXJK�0HV�
VHQJHU� RU� ȆȴJKW� LW� RXWȇ� E\� VHWWLQJ�XS� D�PHHWLQJ� LQ�
SHUVRQ��8VHUV�ZKR�VRFLDOL]H�ZLWK�GLUHFW�SDUWLFLSDQWV�
RI�YLROHQFH�VKDUHG�WKDW�HQJDJLQJ�ZLWK�SHUSHWUDWRUV�
RI� KDUPIXO� FRQWHQW� RQOLQH� LV� WKHLU� ZD\� RI� ȆWDNLQJ�
PDWWHUV�LQWR�RQHȇV�RZQ�KDQGȇ��Read more about this 
perspective on page 13. 

Users from all three groups cited ‘exit strategies’ 

as the most common way through which they try 

to reduce their own and their close ones’ exposure 

to harmful content online.�6WXG\�SDUWLFLSDQWV�RIWHQ�
OHDYH� JURXSV� WKDW� WKH\� GLVOLNH� RQ� :KDWV$SS�� XQ�
IULHQG� DQG� XQIROORZ� DFFRXQWV� WKDW� WKH\� FRQVLGHU�
VRXUFHV�RI�ZURQJIXO�RU�KDUPIXO�FRQWHQW�RQ�7ZLWWHU�
DQG�)DFHERRN�� DQG�EDQ�RU�EORFN�SHRSOH�RQ�)DFH�
ERRN�DQG�RWKHU�SODWIRUPV�WR�UHJXODWH�WKHLU�GLJLWDO�
VSDFHV��Ȇ([LW�VWUDWHJLHVȇ�R΍HU�XVHUV�D�FOHDU�DQG�FRQ�
FUHWH�ZD\�IRU�D�XVHU�WR�HQG�KLV�RU�KHU��HQJDJHPHQW�
ZLWK�KDUPIXO�FRQWHQW��8QOLNH� UHSRUWLQJ�� WKH�UHVXOW�
LV�JXDUDQWHHG�DV�ZHOO�DV�LPPHGLDWH��8VHUV�DUH�DEOH�
WR�GUDZ�RQ� WKHLU�RZQ� MXGJHPHQW�DQG� WDNH�DFWLRQ�
to control their environment. Read more about this 
dynamic on page 15.

Users are more likely to turn to reporting 
PHFKDQLVPV� ZKHQ� WKH\� DUH� DEOH� WR� VHH� WKH�
consequences of the actions 

2XU� VWXG\� IRXQG� WKDW� WKRVH� ZKR� UHVSRQGHG� WKH�

PRVW�SRVLWLYHO\�DERXW�WKH�HɝFDF\�RI�UHSRUWLQJ�DQG�
XVH�UHSRUWLQJ�PHFKDQLVPV�PRVW�IUHTXHQWO\�DUH�WKH�
VDPH�RQHV�ZKR�KDYH� UHSRUWHG� FRQWHQW� DQG� VHHQ�
WDQJLEOH�FRQVHTXHQFHV��VXFK�DV�UHPRYDO�RI�FRQWHQW�
RU� DFFRXQWV��0DWWKHZ�� D� ���\HDU� ROG� DFWLYLVW� ZKR�
ZRUNV�IRU�D�ORFDO�.HQ\DQ�RUJDQL]DWLRQ�WKDW�DLPV�WR�
SUHYHQW� YLROHQW� H[WUHPLVP�� UHȵHFWHG� RQ� WKH� ȴUVW�
WLPH�WKDW�KH�UHSRUWHG�D�SRVW�RQ�EHKDOI�RI�KLV�1*2��
“It is amazing how Facebook reacts to these reports.” 
7KH�UHSRUW�ZDV� LQ� UHVSRQVH� WR�SURSDJDQGD�EHLQJ�
VSUHDG� LQ�DGYDQFH�RI� WKH�'HFHPEHU������EL�HOHF�
WLRQ� LQ�0VDPEZHQL�� D� WRZQ� RQ� WKH� VRXWKHDVWHUQ�
FRDVW��0DWWKHZ�VDLG� WKH�SRVWHU�ZDV� WU\LQJ� WR� IXHO�
WHQVLRQV�E\�FODLPLQJ� WKDW�RQH�RI� WKH�SROLWLFLDQV� LV�
JD\� DQG� WKDW� “the only reason that he reached his 
position is because he is sleeping around with people 
in power.”� 2WKHU�PHVVDJHV� VKDUHG�PDGH� DFFXVD�
WLRQV�DERXW� WKH�SROLWLFLDQȇV� IDPLO\�PHPEHUV� LQ�DQ�
DWWHPSW�WR�FRQYLQFH�RWKHUV�WR�LQȵLFW�KDUP�RQ�WKHP��
7KH�SRVW�0DWWKHZ�ȵDJJHG�ZDV� UHPRYHG�VRRQ�DI�
WHU�E\�D�)DFHERRN�DGPLQLVWUDWRU��0DWWKHZȇV�H[SH�
ULHQFH� UHVRQDWHG�ZLWK� VWXG\�SDUWLFLSDQWV� LQ� RWKHU�
FRXQWULHV�� PRVW� RI� ZKRP� ZRUNHG� DV� MRXUQDOLVWV��
FLYLO�VRFLHW\�DFWRUV��\RXWK�OHDGHUV��DQG�RWKHUV�ZKR�
LGHQWLȴHG�WKHPVHOYHV�DV�DFWLYH�UHVLVWRUV�RI�YLROHQFH�
LQ�WKHLU�FRPPXQLWLHV�

$FWLYH�UHVLVWRUV�RI�YLROHQFH�FRPPRQO\�XVH�FRQWHQW�
UHSRUWLQJ� PHFKDQLVPV� IRU� VSHFLȴF� PDWHULDO� DQG�
DOVR�KDYH�FRQWULEXWHG� WR� LQLWLDWLYHV�RQ�GLJLWDO�PH�
GLD�OLWHUDF\�WR�WDFNOH�WKH�SUREOHP�EURDGO\��1RWDEO\��
VRPH� DFWLYH� UHVLVWRUV� RI� YLROHQFH� KDYH� GHOLYHUHG�
VRFLDO�PHGLD� OLWHUDF\� WUDLQLQJ� VHVVLRQV� WR�HPSRZ�
HU�FRPPXQLW\�PHPEHUV�WR�WDFNOH�KDUPIXO�FRQWHQW��
6XFK�UHVSRQGHQWV�SRLQWHG�RXW�WKDW�WKHVH�LQLWLDWLYHV�
SULPDULO\� KDYH� WDUJHWHG� VHOI�VHOHFWHG� DXGLHQFHV��
KRZHYHU��DQG�QHHG� WR�EH�VFDOHG�XS� LI� WKH\�DUH� WR�
UHDFK�DW�ULVN�\RXWK�DQG�RWKHU�JURXSV�WKDW�DUH�PRVW�

VXVFHSWLEOH�WR�KDUPIXO�FRQWHQW�

)RU�*XOPLUD��D����\HDU�ROG� MRXUQDOLVW�IURP�.\UJ\]�
VWDQ��LW�ZDV�FOHDU�WKDW�VKH�QHHGHG�WR�FRQWULEXWH�WR�
EURDGHU�DQG�PRUH�V\VWHPDWLF�H΍RUWV�LI�VKH�ZDQWHG�
WR� WDFNOH� KDUPIXO� FRQWHQW� LQ� KHU� FRPPXQLW\� DQG�
FRXQWU\��7ZR�\HDUV�DJR��VKH�VWDUWHG�ZRUNLQJ�RQ�D�
SURMHFW� WKDW� HQJDJHG� MRXUQDOLVWV�� HGXFDWLQJ� WKHP�
RQ� WHFKQLTXHV� RI� FRQWHQW� UHSRUWLQJ� DQG� H΍HFWLYH�
XVH�RI�VRFLDO�PHGLD�SODWIRUPV��(YHQWXDOO\��WKH�SURM�
HFW�H[SDQGHG�DQG�QRZ�WDUJHWV�.\UJ\]�VSHDNLQJ�DX�
GLHQFHV�SULPDULO\�RXWVLGH�RI�WKH�FDSLWDO�FLW\��:KLOH�
VKH� LV� SURXG� RI� WKH� SURMHFW�� *XOPLUD� GLG� FDXWLRQ�
WKDW�LW�KDV�QRW�\HW�\LHOGHG�WKH�GHVLUHG�UHVXOWV��

To be totally honest, I wouldn’t rate it as a suc-
cess. Because people appear to skip parts of 
our training sessions that touch on topics of 
how to avoid propaganda, or how not to fall 
for extremist information. Also, for some rea-
son, our people seem to watch a lot of content 
that has violence and extremist content. And it 
LV�YHU\�GLɝFXOW�WR�UHDFK�RXW�WR�WKHP��7KDWȇV�ZK\�
ΖȇP�QRW�IXOO\�VDWLVȴHG�ZLWK�WKH�SURMHFW��DOWKRXJK�
it is a necessary step in the right direction. One 
of the ways to potentially reach youth who are 
susceptible to harmful content is to introduce 
similar sessions in school curriculum. We only 
reach adults who are self-selected because 
they want to be taught. However, the real im-
pact can be made through schools.

6SHDNLQJ�RI� WKHLU�DFWLYLVW� VWDQFH�� WKRVH�ZKR� LGHQ�
WLI\�WKHPVHOYHV�DV�DFWLYH�UHVLVWRUV�RI�YLROHQFH��HP�
SKDVL]HG�WKDW�WUDLQLQJ�VHVVLRQV�RQ�VRFLDO�PHGLD�OLW�
HUDF\�QHHG�WR�EH�VFDOHG�XS��$QGUHD��D����\HDU�ROG�
LQGLJHQRXV�\RXWK�LQȵXHQFHU�LQ�*XDWHPDOD�HFKRHG�
*XOPLUDȇV�SRLQWV�DQG�QRWHG�WKDW�WKH�\RXQJ�SHRSOH�

.H\�)LQGLQJV
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SDUWLFXODUO\�QHHG�WR�EH�WUDLQHG�RQ�KRZ�WR�LGHQWLI\�
KDUPIXO� FRQWHQW�DQG�KRZ� WR�DYRLG� IDOOLQJ�SUH\� WR�
JDQJV� DQG� RWKHU� PDOLJQ� JURXSV� ZKR� H[WHQVLYHO\�
XVH�VRFLDO�PHGLD��“[T]here is a need to explain preven-
tion measures, such as not publishing misinformation 
and sharing sensitive information about themselves. 
Young people need to have such training sessions at 
their schools. I feel that it would be good to teach them 
about the risks of social media that they don’t know 
about and don’t know how to remedy later on.”

7KH�XVHUVȇ�JRDO� LQ�XWLOL]LQJ�RɝFLDO� UHSRUWLQJ�FKDQ�
QHOV�ZDV� WR�FRXQWHU�KDUPIXO�FRQWHQW� WKDW�VWLJPD�
WL]HV�DQG�KDUDVVHV�JURXSV�WKDW�EHORQJ�WR�D�FHUWDLQ�
HWKQLFLW\�� UHOLJLRQ��RU�VXSSRUW�D�SDUWLFXODU�SROLWLFDO�
DJHQGD��1RW�DOO�XVHUV�VDZ�WDQJLEOH�UHVXOWV�RI�WKHLU�
FRQWHQW�UHSRUWLQJ��KRZHYHU��DQG�WKHUHIRUH�KDYH�UH�
OLHG�RQ�DOWHUQDWLYH�WDFWLFV��GLVFXVVHG�EHORZ��

Some users prefer to directly engage with 
perpetrators of harmful content

8VHUV�ZDQW�WR�EH�LQ�FKDUJH�RI�SROLFLQJ�WKHLU�RɞLQH�
DQG� RQOLQH� FRPPXQLWLHV�� (PSKDVL]LQJ� WKLV� SRLQW��
VRPH� VWXG\� SDUWLFLSDQWV� UHSRUWHG� WKDW� WKH\� KDYH�
VHWWOHG� GLVSXWHV� WKDW� VSDUNHG� RQOLQH� E\� HQJDJLQJ�
LQ�SHUVRQ�ZLWK�WKH�SHUSHWUDWRUV�RI�KDUPIXO�FRQWHQW�
WR�HQVXUH�WKHUH�ZHUH�FRQVHTXHQFHV�IRU�RQOLQH�DF�
tions. 

8VHUV�ZKR�VRFLDOL]H�ZLWK�GLUHFW�SDUWLFLSDQWV�RI�YLR�
OHQFH�H[SUHVVHG�WKDW�HQJDJLQJ�ZLWK�SHUSHWUDWRUV�RI�
KDUPIXO�FRQWHQW�RQOLQH�LV�WKHLU�ZD\�RI�ȆWDNLQJ�PDW�
WHUV�LQWR�RQHȇV�RZQ�KDQG�ȇ�+DYLQJ�OLYHG�WKURXJK�YL�
ROHQW�FRQȵLFWV� WKHPVHOYHV�� WKH\�ZDQW� WR�PLQLPL]H�
WKH�H΍HFW�RI�RQOLQH�IDNH�QHZV�RU�ZURQJIXO�DFFXVD�
WLRQV�EDVHG�RQ�HWKQLF�RU�UHOLJLRXV�JURXQGV�RQ�WKH�
VRFLDO�G\QDPLFV�ZLWKLQ�WKHLU�FRPPXQLWLHV��$VPLQ��D�

���\HDU�ROG�%XGGKLVW�PRQN�IURP�0\DQPDU�VKDUHG�
KLV�REVHUYDWLRQV�RI�ZKDW�FRQWHQW�WHQGV�WR�IXHO�FRQ�
ȵLFWV��“Tension goes up when people discuss minority 
ethnic groups. Also there is a lot of propaganda us-
LQJ�UHOLJLRQ��ΖI�IXHOV�D�ORW�RI�FRQȵLFW��&RPPHQWV�XQGHU�
%%&�DQG�9RLFH�RI�$PHULFD�ZKHQ�WKH\�UHSRUW�DERXW�UH-
ligious groups contain a lot of hate speech.”�'XULQJ�
WKH�SDQGHPLF��KDUPIXO�FRQWHQW�UHȵHFWV�WKH�SXEOLF�
FRQFHUQV�DURXQG�KHDOWK�DV�ZHOO�DV�WKH�ORQJ�VHDWHG�
HWKQLF�DQG�UHOLJLRXV�KDWUHG�LQ�KLV�REVHUYDWLRQV��“[I]n 
WKH�&29Ζ'�WLPHV��ZKDW�DOVR�LV��ZLGHO\�FLUFXODWLQJ�LV�FRQ-
tent portraying monks as Satans for organizing large 
gatherings. It went viral and fuels so much tension”. 
ΖQVWHDG�RI�PHUHO\� LJQRULQJ�RU�VHHNLQJ� ȆH[LW� VWUDWH�
JLHV�ȇ�$VPLQ�FKRRVHV�WR��HQJDJH�GLUHFWO\�ZLWK�VRPH�
RI�WKH�XVHUV�ZKR�SRVW�KDUPIXO�FRQWHQW��+H�VKDUHG�
WKDW�KH�XVHG�WR�UHDFK�RXW�WR�SHRSOH�WKURXJK�0HV�
VHQJHU�EXW�QRZ�DOVR�XVHV�KLV�SKRQH�ZKHQ�KH�FDQ��
“If I only write then people do not pay much attention, 
RU�MXVW�UHVSRQG�ZLWK�DFFXVDWLRQV��6R��Ζ�WU\�WR�VHW�XS�SHU-
sonal connections and take a good amount of time to 
persuade them. Only very few people explore the root 
FDXVHV�RI�FRQȵLFWV��VR�Ζ�HQJDJH�ZLWK�WKHP�WR�KHOS�WKHP�
LQ�WKHLU�OHDUQLQJ�MRXUQH\�ȋ

-RVHSK��D����\HDU�ROG�.HQ\DQ�DUWLVW�DQG�\RXWK�DF�
WLYLVW� VLPLODUO\� FKRRVHV� WR�HQJDJH�ZLWK� WKRVH�ZKR�
FLUFXODWH� KDUPIXO� FRQWHQW� SHUVRQDOO\�� 6SHDNLQJ� RI�
FRQWHQW�WKDW�KDV�LQ�WKH�SDVW�LQFLWHG�YLROHQFH�RQ�UHOL�
JLRXV�JURXQGV�LQ�KLV�FRPPXQLW\��VXFK�DV�ZURQJIXO�
DFFXVDWLRQV� RI�0XVOLPV� RU� QHJDWLYH� SRUWUD\DOV� RI�
WKH�3URSKHW�0RKDPPDG��-RVHSK�VKDUHG��

If I know the person personally, I take it upon 
myself to talk to them and make them under-
stand the problem. I’d really emphasize that 
the vulnerable are the teenagers because when 
a teen gets such information he or she doesn’t 

   AZIM’S PERSPECTIVE:   

Azim is a young Uzbek entrepreneur who lives in Osh, in Kyrgyzstan’s south. 
 
+HUH�WKH�PRVW�UHFHQW�GHDGO\�FRQȵLFW�RFFXUUHG�LQ������DPRQJ�.\UJ\]�DQG�8]EHNV��
7KH�YLROHQFH�KDV�OHIW��GHHS�GLYLVLRQV�DQG�PLVWUXVW�EHWZHHQ�WKHVH�JURXSV��$OWKRXJK�
PDQ\� 8]EHN�RZQHG� EXVLQHVVHV� VX΍HUHG� GLVSURSRUWLRQDWHO\� LQ� FRPSDULVRQ� WR�
WKH�.\UJ\]�RZQHG�EXVLQHVVHV��DQG�ZHUH�DWWDFNHG��ORRWHG�RU�DSSURSULDWHG�LQ�WKH�
DIWHUPDWK�RI�WKH������FRQȵLFW��\RXQJHU�JHQHUDWLRQV�RI�HQWUHSUHQHXUV�OLNH�$]LP�
DUH�ȴQGLQJ�ZD\V�WR�JHQHUDWH�LQFRPH��+H�XVHV�ΖQVWDJUDP�DQG�RWKHU�SODWIRUPV�WR�
ERRVW�KLV�EXVLQHVV�RSSRUWXQLWLHV�E\�IROORZLQJ�PRWLYDWLRQDO�DFFRXQWV�DQG�SDJHV�
RI�IDPRXV�SHRSOH�LQ�8]EHNLVWDQ�DQG�5XVVLD��DQG�E\�DGYHUWLVLQJ�KLV�VHUYLFHV��$]LP�
VKDUHG�WKDW�KH�UHFHQWO\�REVHUYHG�DQ�DUJXPHQW�EHWZHHQ�DQ�8]EHN�EORJJHU�DQG�
.\UJ\]�VRFLDO�PHGLD�XVHUV��$�JURXS�RI�XVHUV�ZKR�LGHQWLȴHG�WKHPVHOYHV�DV�.\UJ\]�
ZHUH�KDUDVVLQJ�DQG�WKUHDWHQLQJ�WKH�8]EHN�EORJJHU�ZLWK�HWKQLF�VOXUV�RQOLQH��7KLQJV�
HVFDODWHG�WR�D�SRLQW�ZKHUH�$]LP�DQG�KLV�SHHUV�GHFLGHG�WR�PHHW�WKH�SHUSHWUDWRUV�
RI�WKH�KDWHIXO�SRVWV�LQ�SHUVRQ�DQG�ȆȴJKW�LW�RXWȇ�LQ�RUGHU�WR�VHWWOH�WKH�GLVSXWH��$IWHU�
DOO��LQ�$]LPȇV�ZRUGV��“everyone can post in social media, but what you say online can 
have consequences too.”� $]LP� VKDUHG� KRZ� LQFLWHPHQW� RI� UHDO�ZRUOG� YLROHQFH� LV�
FRPPRQ��LQ�SDUWLFXODU�RQ�7HOHJUDP��:KDWV$SS��DQG�7LN7RN��+H�VDZ�WKLV�ȆȴJKW�LW�
RXWȇ�UHVSRQVH�DV�EHLQJ�WKH�PRVW�GLUHFW�ZD\�LQ�ZKLFK�XVHUV�LQ�KLV�FRPPXQLW\�FRXOG�
PRYH�IURP�RQOLQH�DUJXPHQWV�DQG�KDUDVVPHQW�WR�RɞLQH�HQJDJHPHQW�

.H\�)LQGLQJV+DQGOLQJ�+DUPIXO�&RQWHQW�2QOLQH��&URVV�1DWLRQDO�3HUVSHFWLYHV�RI�8VHUV�$΍HFWHG�E\�&RQȵLFW
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WKLQN�RI�WKH�UHVXOWV��+H�MXVW�VKDUHV�LW��7KHQ�WKH�
issue gets escalated. If he gets aggravated be-
cause of the drawing of the Prophet, he doesn’t 
really think there may be repercussions of 
what he or she shares. If he is frustrated with 
his religion such as that of the drawing of the 
Prophet, he will get really angry. He doesn’t 
really think that there might be any repercus-
sion of what he or she shares. So I take it upon 
myself to make them understand and talk to 
them. The elderly also like our parents and our 
grandparents. They also get such information 
IURP� GL΍HUHQW� SHRSOH� RQ� WKHLU� :KDWV$SS�� Ζ�
think we should take it upon ourselves to talk 
to them and make them understand.

$V�FDQ�EH�VHHQ�IURP�WKH�H[SHULHQFHV�RI�$VPLQ�DQG�
-RVHSK��WDFWLFV�RI�HQJDJLQJ�ZLWK�XVHUV�ZKR�FLUFXODWH�
KDUPIXO� FRQWHQW� SURYLGHV� D� VHQVH� RI� DJHQF\� DQG�
RZQHUVKLS��<HW��VXFK�WDFWLFV�FDQ�WDNH�D�GDQJHURXV�
WXUQ��SDUWLFXODUO\�DPRQJ�\RXWK��$�\RXQJ�8]EHN�HQ�
WUHSUHQHXUȇV�FDVH� IURP�.\UJ\]VWDQ� LOOXVWUDWHV�KRZ�
YHUEDO� DVVDXOWV� RQOLQH� FDQ� HQG� LQ� ȴJKWV� RɞLQH��
:KLOH�RQH�R΍�ȴVW�ȴJKWV�PD\�QRW�SRVH�D�JUHDW�WKUHDW�
WR�D�FRPPXQLW\�DV�D�ZKROH��WKH\�FDQ�FRQWULEXWH�WR�
WKH�HVFDODWLRQ�RI�YLROHQFH�EHWZHHQ�DOUHDG\�YRODWLOH�
JURXSV�ZKR�FDQ�WKHQ�EHFRPH�LQVSLUHG�WR�FRPPLW�
DFWV�RI�PDVV�YLROHQFH���

8VHUV�OLNH�$VPLQ��-RVHSK��DQG�$]LP�WULHG�FRQWHQW�UH�
SRUWLQJ�PHFKDQLVPV�LQ�WKH�SDVW�EXW�ZHUH�GLVFRXU�
DJHG�IURP�FRQWLQXLQJ�WR�UHSRUW�EHFDXVH�RI�WKH�ODFN�
RI�IHHGEDFN�IURP�VRFLDO�PHGLD�FRPSDQLHV�DQG�ODFN�
RI�UHSHUFXVVLRQV�IRU�WKH�SHUSHWUDWRUV�RI�KDUP��

6SHFLȴF� SROLWLFDO�� VRFLDO�� DQG� FXOWXUDO� IDFWRUV�
VKDSH� XVHUVȇ� H[SHULHQFHV� RɞLQH� DQG� RQOLQH��
prompting them to choose ‘exit strategies’ to 

control their own online experience

7KH� W\SH� RI� YLROHQW� FRQWHQW� H[SHULHQFHG� E\� SDU�
WLFLSDQWV� WDNHV�PDQ\� IRUPV�� IURP�GLUHFW�H[WRUWLRQ�
WR� VWHUHRW\SHV�DQG�KDWH� VSHHFK��DQG� LV� VKDUHG� LQ�
GL΍HUHQW�ZD\V�� LQFOXGLQJ�SXEOLF�SRVWV��GLUHFW�PHV�
VDJHV�� DQG� SULYDWH� JURXSV�� 7KH� W\SH� RI� FRQWHQW�
VRPHWLPHV� D΍HFWV� WKHLU� ZLOOLQJQHVV� WR� XVH� Rɝ�
FLDO� UHSRUWLQJ� V\VWHPV� SURYLGHG� E\� WKH� SODWIRUP� 
3DUWLFLSDQWV� FLWHG� D� QXPEHU� RI� VSHFLȴF� SROLWL�
FDO�� VRFLDO�� DQG� FXOWXUDO� EDUULHUV� WR�XVLQJ� FRQWHQW� 
UHSRUWLQJ�FKDQQHOV�

3ROLWLFDO� IDFWRUV�DUH�VLJQLȴFDQW��SDUWLFXODUO\� IRU�XV�
HUV�IURP�HWKQLF�DQG�UHOLJLRXV�PLQRULW\�EDFNJURXQGV�
DV�ZHOO�DV�WKRVH�ZKR�KDYH�GLUHFWO\�SDUWLFLSDWHG� LQ�
YLROHQFH�� ΖQGLYLGXDOV�IURP�WKHVH�JURXSV�GHVFULEHG�
IHDULQJ� IRU� WKHLU� VHFXULW\� DQG� DQRQ\PLW\� RQOLQH��
WKHUHE\�PRVWO\�UHO\LQJ�RQ� ȆH[LW�VWUDWHJLHVȇ�WR�UHJX�
ODWH�WKHLU�RQOLQH�VSDFHV��/DFN�RI�WUXVW�LQ�LQVWLWXWLRQV�
LV�DQRWKHU� IDFWRU� WKDW� FRQWULEXWHV� WR�XQGHUXWLOL]D�
WLRQ� RI� FRQWHQW� UHSRUWLQJ� FKDQQHOV�� 6RPH� XVHUV�
ZKR� UHSRUWHG�KDUPIXO� FRQWHQW� RQOLQH� LQ� WKH�SDVW�
UHYHUWHG�WR�WKH�XVH�RI�ȆH[LW�VWUDWHJLHVȇ�RYHU�WLPH�DV�
WKH\�ORVW�IDLWK�WKDW�WKH�SHUSHWUDWRUV�RI�KDUPIXO�FRQ�
WHQW�ZLOO�EH�KHOG�DFFRXQWDEOH��&XOWXUDO�QRUPV�DUH�D�
WKLUG� IDFWRU� WKDW�VKDSH�XVHUVȇ�SHUFHSWLRQV�DURXQG�
FRQWHQW� UHSRUWLQJ�� )RU� H[DPSOH�� VRPH� VWXG\� SDU�
WLFLSDQWV�DVVRFLDWHG�FRQWHQW�UHSRUWLQJ�ZLWK�ZKLVWOH�
EORZLQJ�RU�WHOOLQJ�RQ�VRPHRQH�DQG��GHVFULEHG�VWLJ�
PDV�DJDLQVW�VXFK�DFWLRQV�

6WXG\�SDUWLFLSDQWV��SDUWLFXODUO\�IURP�HWKQLF�DQG�UH�
OLJLRXV�EDFNJURXQGV��UHSRUWHG�ORZ�OHYHOV�RI�WUXVW�LQ�
VRFLDO�PHGLD� DQG� IHDU� RI� JRYHUQPHQW� FHQVRUVKLS�
DQG�UHWDOLDWLRQ��7KH\�DYRLG�XVLQJ�FRQWHQW�UHSRUWLQJ�
FKDQQHOV�� SDUWO\� EHFDXVH� WKH\� DVVXPH� WKDW� WKHLU�
RQOLQH�DFWLYLWLHV�DUH�PRQLWRUHG�E\�SHUSHWUDWRUV�RI�

   ABOUD’S PERSPECTIVE:   

'XH� WR� KLV� SUHYLRXV� DɝOLDWLRQ� ZLWK� WKH� JURXS�� KH� LV� KLJKO\� DZDUH� RI� WKH� UHDO�
GDQJHUV� WKDW�H[LVW� IURP�KDWH�VSHHFK�DQG�RWKHU� W\SHV�RI�KDUPIXO� FRQWHQW�RQOLQH��
+H�GLVFXVVHG�KRZ��ZKHQHYHU�KH�MRLQV�D�QHZ�VRFLDO�PHGLD�SODWIRUP��UDQJLQJ�IURP�
WKH� SURIHVVLRQDO� �/LQNHGΖQ��� WR� D� GDWLQJ� DSS� �*RJR��� KH� LV� DEOH� WR� FOHDUO\� LGHQWLI\�
IDNH�DFFRXQWV�WKDW�DUH�DO�6KDEDDE�UHFUXLWHUV��7KLV�VLWXDWLRQ�PDGH�KLP�LQFUHDVLQJO\�
VNHSWLFDO� RI� KRZ� ZHOO� VRFLDO� PHGLD� FRPSDQLHV� DGGUHVV� GDQJHURXV� DFWLYLW\�
RFFXUULQJ� RQ� WKHLU� SODWIRUPV�� +H� VDLG� KH� GRHVQȇW� WUXVW� VRFLDO� PHGLD� SODWIRUPV�
DQG� PRQLWRUV� HYHU\WKLQJ� KLV� IRXU� FKLOGUHQ� ORRN� DW� DQG� GR� RQOLQH� YHU\� FORVHO\� 
 
$ERXG�EHOLHYHV�WKDW�“social media is really trying to divide communities.”�ΖQ�WHUPV�RI�
XVLQJ� LQ�SODWIRUP�FRQWHQW�UHSRUWLQJ� WRROV��KH�FKRRVHV�QRW� WR�EHFDXVH�� “When you 
report on Facebook then you don’t see your report addressed. How are they going to take 
action against something happening between Kenyans? Hence, I don’t see the need to 
report it.” 

We spoke with Aboud, a 40-year-old former al-Shabaab member from the Indian 

Ocean port city of Mombasa, Kenya’s second-largest city.
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   KHADIJA’S PERSPECTIVE:   

Khadija is a Muslim woman, age 44, in Lashio, Myanmar, who began spreading 

extremist messages after her family was attacked by Buddhist youth. 
 
6KH�GHVFULEHG�KRZ�VKH�ZDV�VXVFHSWLEOH�WR�PHVVDJLQJ�IURP�OHDGHUV�RI�HWKQLF�DUPHG�
JURXSV�ZKR� V\PSDWKL]HG�ZLWK� KHU�� 7KLV� HQJDJHPHQW� OHG� KHU� WR� VKDUH� KDUPIXO�
FRQWHQW�KHUVHOI��

.KDGLMD�QRZ�EHOLHYHV�WKDW�UHSRUWLQJ�FRQWULEXWHV�WR�H[DFHUEDWLQJ�YLROHQFH��6KH�VD\V�
ZKHQ�SHRSOH�FUHDWH�SULYDWH�JURXSV�ZLWK�WKH�LQWHQGHG�SXUSRVH�RI�PDVV�UHSRUWLQJ��
LW� LV�DQRWKHU�ZD\�IRU�WHQVLRQV�WR�HVFDODWH�DQG�FDQ�OHDG�WR�UHOLJLRXV�YLROHQFH��)RU�
H[DPSOH�� VKH� KDV� VHHQ� SRVWV� ZKHUH� LQȵXHQWLDO� OHDGHUV� VSUHDG� KDWH� VSHHFK� RU�
FDOOV�WR�DWWDFN�DQRWKHU�JURXS��2WKHUV�KDYH�H[SUHVVHG�ZLWK�VWURQJ�VXSSRUW�WR�WKH�
SRVWV�LQ�WKH�FRPPHQWV�DV�ZHOO�DV�LQ�PHVVHQJHU�JURXSV�WKDW�DUH�DLPHG�DW�UHFUXLWLQJ�
SHRSOH�WR�MRLQ�WKH�YLROHQFH��(YHQ�WKRXJK�VKH�NQRZV�WKLV�FRQWHQW�LV�KDUPIXO�DQG�
GDQJHURXV��VKH�GRHVQȇW�UHSRUW�RXW�RI�IHDU��6KH�VD\V�WKDW�VKH�GRHVQȇW�WUXVW�VRFLDO�
PHGLD� SODWIRUPV� DQG� ZKDW� WKH\� ZLOO� GR� RQFH� VKH� FRQWDFWV� WKHP�� ΖQVWHDG�� VKH�
SUHIHUV�WR�RQO\�XVH�VRFLDO�PHGLD�SODWIRUPV�DV�D�VRXUFH�RI�ȴQGLQJ�LQIRUPDWLRQ�DQG�
“explaining the truth to her friends about the news.” 

YLROHQFH� RU� JRYHUQPHQW� DXWKRULWLHV�� 6RPH� VRFLDO�
PHGLD�XVHUV��OLNH�$ERXG�DQG�.KDGLMD��GLVFXVVHG�LQ�
WKH�SHUVSHFWLYH�SURȴOHV��DVVXPH�WKDW�WKHLU�FRQWHQW�
UHSRUWLQJ�DFWLYLWLHV�DUH�WUDFHG�DQG�DYRLG�ȵDJJLQJ�RU�
FRPSODLQLQJ�DERXW�KDUPIXO�FRQWHQW�VR�WKDW�WKH\�GR�
QRW�JHW�HQWDQJOHG�ZLWK�WKH�SROLFH��7KHVH�XVHUV�EH�
OLHYH�WKDW�UHSRUWLQJ�ZRXOG�EULQJ�PRUH�WURXEOH�WKDQ�
UHOLHI�

'LUHFW�SDUWLFLSDQWV�RI�YLROHQFH�DQG�WKRVH�IURP�HWK�
QLF�DQG�UHOLJLRXV�PLQRULW\�EDFNJURXQGV�SUHIHU�ȆH[LW�
VWUDWHJLHVȇ� IRU� DQ� DGGLWLRQDO� UHDVRQ��WR� GLVHQJDJH�
ZLWK�SRWHQWLDO�SHUSHWUDWRUV�RI�YLROHQFH�LQ�DQ�H΍RUW�
WR�HQVXUH�WKHLU�RZQ�VHFXULW\��$����\HDU�ROG�FXUUHQW�
DO�6KDEDDE�PHPEHU��:DGHHQ��VKDUHG��

ΖI�Ζ�GRQȇW�OLNH�ZKDW�VRPHRQH�LV�VHQGLQJ�PH��Ζ�MXVW�
block and unfollow. If I don’t, they might esca-
ODWH�DQG�VRPHKRZ�ȴQG�P\�SKRQH�QXPEHU��6R�
ULJKW�ZKHQ�Ζ�VHH�WKRVH�PHVVDJHV��Ζ�MXVW�EORFN��Ζ�
HYHQ�VDLG��OHW�PH�MXVW�GR�DZD\�ZLWK�)DFHERRN�
for a little while and quit my account. 

ΖQ�0\DQPDU��D����\HDU�ROG�.\L�VLPLODUO\�VWDWHG��“If I 
report or engage with those who spread hate speech 
[online], I will get attacked.”�)HUQDQGR��D����\HDU�ROG�
LQ�(O�6DOYDGRU�ZKR�OLYHV�LQ�D�JDQJ�FRQWUROOHG�DUHD��
WDONHG�DERXW�WKH�SHUVLVWHQW�YLROHQFH�WKDW�KLV�FRP�
PXQLW\�IDFHV�HYHU\�GD\��+H�GHVFULEHG�KLV�WDFWLF�WR�
PLQLPL]H�YLROHQFH�DQG�KDWUHG�RQOLQH�E\�XVLQJ�ȆH[LW�
VWUDWHJLHVȇ�

ΖQ� :KDWVDSS� Ζ� MXVW� LJQRUH�� GHOHWH�� DQG� EORFN�
the group of contact that is sending me things 
I don’t want to be seeing. On Facebook, when 
I see unsuitable videos, evangelical pastors 
WDONLQJ�YLROHQWO\�RI�RWKHUV��Ζ�MXVW�LJQRUH�DQG�GH-
OHWH��Ζ�DOVR�KLGH�R΍HQVLYH�WKLQJV�

)RU�WKRVH�LQ�FORVH�SUR[LPLW\�WR�YLROHQFH��WKUHDWV�RI�

YLROHQFH� RQOLQH� KDYH� GLUHFW� UHSHUFXVVLRQV� RɞLQH��
DQG�ȆH[LW�VWUDWHJLHVȇ�R΍HU�D�PHDQV�WR�PLWLJDWH�VXFK�
threats.

/RZ� OHYHO� RI� WUXVW� LQ� LQVWLWXWLRQV� RI� VRFLDO� PHGLD�
LV�WKH�QH[W�IDFWRU�WKDW�SURPSWV�XVHUV�WR�XQGHUXWL�
OL]H�FRQWHQW�UHSRUWLQJ�FKDQQHOV�DQG�GHIDXOW�WR�ȆH[LW�
VWUDWHJLHV�ȇ�8VHUV�RIWHQ�KDYH�GL΍HUHQW�H[SHFWDWLRQV�
RI�ZKDW�WKH\�WKLQN�WKH�ȆUHVXOWVȇ�RI�UHSRUWLQJ�ZLOO�EH���
:KHQ�WKH�UHVSRQVH��RU� ODFN�WKHUHRI��GRHVQȇW�PHHW�
WKH� H[SHFWDWLRQ�� XVHUV� EHFRPH� GLVLOOXVLRQHG� ZLWK�
WKH� UHSRUWLQJ� SURFHVV� RYHUDOO�� 3DUWLFLSDQWV� LQ� RXU�
VWXG\�ZKR� KDYH� VRFLDOL]HG�ZLWK� WKRVH� GLUHFWO\� LQ�
YROYHG� LQ� YLROHQFH�PRVW� FRPPRQO\� UHSRUWHG� WKDW�
WKH\�KDYH�WULHG�XVLQJ�FRQWHQW�UHSRUWLQJ�FKDQQHOV�LQ�
WKH�SDVW��7KH\�ZHUH�GLVFRXUDJHG��KRZHYHU��DQG�DUH�
QRW� LQFOLQHG� WR� UHSRUW� LQ� WKH� IXWXUH�EHFDXVH� WKH\�
GLG�QRW�VHH�WDQJLEOH�UHVXOWV�LQ�WKH�IRUP�RI�UHSRUWHG�
DFFRXQWV�EHLQJ�WDNHQ�GRZQ�RU�XSGDWHV�DQG�UHSRUWV�
IURP� VRFLDO� PHGLD� FRPSDQLHV� WKDW� DGGHG� WR� WKH�
WUDQVSDUHQF\�RI�WKH�UHSRUWLQJ�SURFHVV��

:KHQ�XVHUV� VHH�KRZ�PXFK�KDUPIXO� FRQWHQW� JHWV�
OHIW�XS�RQ�VRFLDO�PHGLD��WKH\�KDYH�WKH�LPSUHVVLRQ�
WKDW�VRFLDO�PHGLD�FRPSDQLHV�GR�QRW�FDUH�DERXW�WKH�
LVVXH��8VHUV�GLVFXVVHG�KRZ�SRSXOLVW�DQG�DXWRFUDWLF�
UHJLPHV�KDYH�JDLQHG�WUDFWLRQ�JOREDOO\�DQG�XVH�VR�
FLDO�PHGLD�WR�DGYDQFH�GLYLVLYH�UKHWRULF�ZLWKRXW�UH�
SHUFXVVLRQV��$GGLWLRQDOO\��XVHUV�DFURVV�JHRJUDSKLF�
UHJLRQV�KDYH�JURZQ�H[FHHGLQJO\�GLVDSSRLQWHG�WKDW�
VRFLDO�PHGLD� FRPSDQLHV�KDYH�QRW� DFWLYHO\� FXUEHG�
VH[LVW�� QDWLRQDOLVW�� UDFLVW�� DQG� RWKHUZLVH� GLYLVLYH�
PHVVDJHV� WKDW� VRPH�JRYHUQPHQW� OHDGHUV�GHSOR\��
*LYHQ�WKH�YLVLELOLW\�RI�PDQ\�RI�WKHVH�DFFRXQWV��DQG�
WKH�IDFW�WKH\�KDYH�EHHQ�DOORZHG�WR�VWD\�RQOLQH��SHR�
SOH�DUH�OHVV�FHUWDLQ�WKDW�UHSRUWLQJ�KDUPIXO�FRQWHQW�
ZRXOG�PDNH�D�GL΍HUHQFH��
$OEHUW�LV�D����\HDU�ROG�VRFLDO�ZRUNHU�IURP�(O�6DOYD�
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GRU�ZKR�LV�DOVR�D�PHPEHU�RI�WKH�/*%74�FRPPXQL�
W\��+H�VSRNH�DERXW�KRZ�)DFHERRN�KDV�DOORZHG�WKH�
SUHVLGHQW�RI�WKH�FRXQWU\�WR�EXLOG�D�IROORZLQJ�EDVHG�
RQ�YLROHQW�DQG�KDWHIXO�PHVVDJLQJ�

I feel that he has a lot of followers in networks, 
so... In fact, to a great extent, the success of his 
FDPSDLJQV�LQ�GL΍HUHQW�SHULRGVȃZKHQ�KH�ZDV�
a Mayor and then the president—has been 
due to social networks and his messages on 
Twitter and Facebook, and even TikTok. He is 
a populist with a lot of capacity to understand 
the behavior of digital spaces, and people! He 
spreads his messages that are not in favor of 
peace, are not in favor of equality, are not in 
favor of human rights, but quite the opposite. 
He questions the work of human rights organi-
zations, and of women’s work, and he demon-
izes sexual diversity.

/LNH� $OEHUW��PDQ\� XVHUV�ZRXOG� OLNH� WR� VHH� SHUSH�
WUDWRUV�RI�KDUP�DOVR�EH�KHOG�DFFRXQWDEOH��7KLV�GH�
VLUH�LV�HVSHFLDOO\�WUXH�LQ�UHODWLRQ�WR�RUJDQL]HG�FULP�
LQDO� JURXSV� DQG�PDOLJQ� DFWRUV�ZKR�KDYH� LQȵLFWHG�
VLJQLȴFDQW� KDUP� ERWK� RQOLQH� DQG� RɞLQH� LQ� VRPH�
FRPPXQLWLHV�� (FKRLQJ� $OEHUWȇV� VHQWLPHQWV�� VRPH�
XVHUV�UHIHUUHG�WR�QXPHURXV�FDVHV�ZKHQ�H[WUHPLVW�
RU�FULPLQDO�JURXSV�VWDWHG�WKHLU�QDPHV��DɝOLDWLRQV��
DQG�FULPHV�FRPPLWWHG�RQOLQH�EXW�GLG�QRW�IDFH�DQ\�
SXQLVKPHQW��7KHVH�H[SHULHQFHV� IRVWHU�D� VHQVH�RI�
KHOSOHVVQHVV��0DQ\�XVHUV�FKRRVH�WR�GLVHQJDJH�EH�
FDXVH�WKH\�GR�QRW�VHH�KRZ�LW�ZLOO�FRQWULEXWH�WR�DO�
WHULQJ�WKH�FXUUHQW�VLWXDWLRQ�

$QRWKHU�QRWDEOH�HOHPHQW�RI�WKH�VRFLDO�IDFWRU�WKDW�LQ�
ȵXHQFHV�WKH�XVH�RI�ȆH[LW�VWUDWHJLHVȇ�LQFOXGHV�LPPH�
GLDWH�SHUVRQDO� UHODWLRQVKLSV��8VHUV� IURP�DOO� WKUHH�
JURXSV�GLVFXVVHG�WKHLU�FRQQHFWLRQV�ZLWK�H[WHQGHG�

IDPLOLHV��IULHQGV�DQG�FROOHDJXHV��UHPLQGLQJ�XV�WKDW�
VXFK�SHUVRQDO�UHODWLRQVKLSV�KDYH�DQ�LPSRUWDQW�HI�
IHFW� RQ� KRZ� SHRSOH� XVH� WHFKQRORJ\�� 6RPH� XVHUV�
VHH� ȆH[LW�VWUDWHJLHVȇ�� LQFOXGLQJ�PXWLQJ�RU�XQIROORZ�
LQJ��DV�D�EHWWHU�RU�OHVV�H[WUHPH�ZD\�WR�GLVDSSURYH�
RI�FRQWHQW�SRVWHG�E\�SHRSOH�WKH\�FDUH�DERXW��SDU�
WLFXODUO\� FRPSDUHG� WR� IRUPDOO\� UHSRUWLQJ� WKH� FRQ�
WHQW�� 0RUH� LPSRUWDQWO\�� ȆH[LW� VWUDWHJLHVȇ� DUH� OHVV�
GLVUXSWLYH�WR�WKH�YDULRXV��HYHU\GD\�VRFLDO�VLWXDWLRQV�
LQ�ZKLFK�SHRSOH�DUH�HPEHGGHG��2XU�UHVSRQGHQWV�
VKDUHG�WKDW�WKH\�PD\�QRW�ZDQW�WR�UHSRUW�VRPHRQH�
LI�WKH\�DUH�D�IDPLO\�PHPEHU��UHODWLYH��IRUPHU�KLJK�
VFKRRO�IULHQG��RU�RWKHU�DFTXDLQWDQFH��)RU�H[DPSOH��
VRPH�UHVSRQGHQWV�LQ�.\UJ\]VWDQ�VKDUHG�WKDW�WKH\�
VHH� KDUPIXO� UXPRUV� DQG� SRWHQWLDOO\� FRQȵLFW�LQFLW�
LQJ� FRQWHQW� FLUFXODWLQJ� WKURXJK�:KDWV$SS�JURXSV�
ZLWK�WKHLU�IRUPHU�FODVVPDWHV�RU�UHODWLYHV�IURP�WKHLU�
YLOODJHV��6LPLODU�VHQWLPHQWV�DERXW�XVLQJ�ȆH[LW�VWUDW�
HJLHVȇ�ZHUH� WUXH� LQ� DOO� VHYHQ� FRXQWULHV�� DV� SHRSOH�
PDLQWDLQ�PXOWLSOH�OD\HUV�RI�NLQVKLS��IULHQGVKLS��DQG�
FROOHJLDO�FRQQHFWLRQV��DQG�GR�QRW�ZDQW�WKHLU�RQOLQH�
DFWLYLWLHV�WR�KXUW�UHODWLRQVKLSV�LQ�ZKLFK�WKH\�DUH�LQ�
YHVWHG��VRPHWLPHV�GHHSO\�

)LQDOO\��FXOWXUDO�QRUPV�RI�UHWULEXWLRQ�DJDLQVW�WKRVH�
ZKR�EORZ�WKH�ZKLVWOH�RQ�RWKHUV�SUHYHQW�PDQ\�FRP�
PXQLW\�PHPEHUV�IURP�XWLOL]LQJ�UHSRUWLQJ�FKDQQHOV��
ΖQ� FRQWH[WV� ZKHUH� UHWULEXWLRQ� DJDLQVW� WKRVH� ZKR�
EORZ�WKH�ZKLVWOH�RQ�RWKHUV�LV�FRPPRQ��XVHUV�IHDU�
WKDW� UHSRUWLQJ� FRQWHQW� ZLOO� WKUHDWHQ� WKHLU� SK\VL�
FDO�VHFXULW\��7KHVH�IHDUV�DUH�QRW�EDVHOHVV�DQG�DUH�
GHHSO\�URRWHG�LQ�H[SHULHQFHV�WKDW�WKHQ�VKDSH�ORFDO�
FXOWXUDO�QRUPV�RI�ZKDW�LW�PHDQV�WR�ȆWHOO�RQ�RU�UHSRUW�
VRPHRQH�ȇ

5HWDOLDWLRQ� PD\� RFFXU� ZLWKLQ� LQWHUSHUVRQDO� UHOD�
WLRQVKLSV�� 6RPH� XVHUV� ZKR� UHSRUW� KDWH� VSHHFK��
IRU�LQVWDQFH��IHDU�UHWDOLDWLRQ�IURP�RWKHU�XVHUV�ZKR�

   MATEO’S PERSPECTIVE:   

Mateo is a 27-year-old youth leader from Quiché, Guatemala, who doesn’t 

report online due to the fear of retaliation and a lack of trust in social media.  
 
0DWHR�DOPRVW�MRLQHG�D�JDQJ�EXW�PDQDJHG�WR�UHVLVW��+H�QRZ�ZRUNV�WR�KHOS�SUHYHQW�RWKHU�

\RXWK�IURP�EHLQJ�UHFUXLWHG��+H�GHPRQVWUDWHG�D�GHHS�XQGHUVWDQGLQJ�RI�HWKQLF�FRQȵLFW�

WKDW�LV�FXOWLYDWHG�LQ�RQOLQH�VSKHUHV�LQ�KLV�DUHD�ZKLFK�LV�WKH�FXUUHQW�PDQLIHVWDWLRQ�RI�ORQJ�

WHUP� WHQVLRQV� LQ� WKH� Ζ[LO� UHJLRQ�EHWZHHQ�XUEDQ�*XDWHPDODQV� DQG� LQGLJHQRXV�0D\DQ�

FRPPXQLWLHV��0DWHR�H[SUHVVHG�KLV�FRQIXVLRQ�DERXW�ZKDW� LV�DW�VWDNH�E\�DOORZLQJ�KDWH�

VSHHFK�DQG�RWKHU�KDUPIXO�FRQWHQW�WR�UHPDLQ�RQ�WKH�VRFLDO�PHGLD�SODWIRUPV��EXW�VDLG�KH�

GRHV�QRW�IHHO�FRPIRUWDEOH�XVLQJ�LQ�SODWIRUP�UHSRUWLQJ�PHFKDQLVPV��+H�IHHOV�WKDW��LI�KH�

UHSRUWV��“the social media platform will close my account, and maybe they’ll inform the person 

I complained against, and they will be able to take action against me.”�+H�GHVFULEHG�KRZ�KH�

GRHVQȇW�EHOLHYH�WKDW�KH�LV�DORQH�LQ�WKLV�WKLQNLQJ�HLWKHU��“Many people use social networks but 

are not completely aware of their rights and what could happen to them after they report.” He 

DOVR�GLVFXVVHG�KRZ�WKHUH�LV�D�ODFN�RI�VRFLDO�QRUPV�LQ�WKH�FXOWXUH�VXUURXQGLQJ�FRPSODLQLQJ��

ΖQ�JHQHUDO��PDNLQJ�FRPSODLQWV�LV�QRW�DFFHSWDEOH�EHKDYLRU��ZKLFK�WUDQVODWHV�LQWR�WKH�RQOLQH�

VSDFH��0DWHRȇV�H[SHULHQFH�DV�D�\RXWK� OHDGHU�DQG�ZRUNLQJ�DW� WKH�JUDVVURRWV� OHYHO�KDV�

VKRZQ�KLP�WKDW�\RXQJ�SHRSOH�LQ�SDUWLFXODU�GR�QRW�IHHO�HPSRZHUHG�WR�UHMHFW�KDWH�VSHHFK�

RU�UDFLVW�FRQWHQW��DQG�0DWHR�IHHOV�WKDW�WKHVH�DWWLWXGHV�QHHG�WR�FKDQJH�DW�D�FXOWXUDO�OHYHO�
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PD\� HQJDJH� LQ� F\EHUEXOO\LQJ� RU� GR[LQJ�� ΖQ� RWKHU�
LQVWDQFHV��UHWDOLDWLRQ�FDQ�WDNH�WKH�IRUP�RI�SXQLVK�
PHQW�IURP�JRYHUQPHQW�RU�VHFXULW\�DFWRUV��ΖQ�PDQ\�
RI� WKH� FRQWH[WV�H[DPLQHG� LQ� WKLV� VWXG\�� WKHUH�DUH�
WHQVH�UHODWLRQVKLSV�EHWZHHQ�JRYHUQPHQW�DXWKRUL�
WLHV�DQG�FLYLOLDQV��6RPH�XVHUV�IHDU�WKDW�WKHLU�RQOLQH�
DFWLYLW\�ZLOO�EH�XVHG�WR�SXQLVK�WKHP�

6RPH� XVHUV� GHVFULEH� WKDW� UHSRUWLQJ� FDQ� OHDG� WR�
GLUHFW�KDUP�� ΖQ�WKH�1RUWKHUQ�7ULDQJOH��XVHUV�ZHUH�
WKH�OHDVW�DFWLYH�LQ�FRQWHQW�UHSRUWLQJ��7KRVH�OLYLQJ�LQ�
JDQJ�KHOG�DUHDV�DFURVV�*XDWHPDOD�DQG�(O�6DOYDGRU��
LQ�SDUWLFXODU��H[SUHVVHG�WKDW�WKH\�GLG�QRW�IHHO�FRP�
IRUWDEOH�XWLOL]LQJ�UHSRUWLQJ�PHFKDQLVPV�

'LDQD�LV�D����\HDU�ROG�GRPHVWLF�ZRUNHU�ZKR�OLYHV�LQ�
D�JDQJ�KHOG�DUHD�DQG�RIWHQ�VHHV�LPDJHV�DQG�YLGHRV�
RI�YLROHQW�DFWV�VKDUHG�E\�JDQJ�PHPEHUV� WR� LQFLWH�
UHVSRQVHV� IURP� WKHLU� ULYDOV�� 7KRXJK� VKH�NQRZV� LW�
LV� ZURQJ�� VKH� GRHVQȇW� IHHO� FRPIRUWDEOH� UHSRUWLQJ�
WKHP��6KH�VDLG��“I may be punished for denouncing 
someone. I think it’s part of our culture, and this is 
UHȵHFWHG�LQ�RXU�VRFLDO�PHGLD�SUDFWLFHV��Ζ�GR�QRW�UHSRUW��
Ζ� MXVW�PRYH� DORQJ�� ΖI� \RX� UHDFW� DQG� UHSRUW�� WKHQ� WKH�
problems begin.”

:KHQ� UHVSRQGHQWV� IDFHG� WKHVH� FKDOOHQJHV��PDQ\�
UHOLHG�LQVWHDG�RQ�ȆH[LW�VWUDWHJLHVȇ�VXFK�DV�EORFNLQJ��
XQIROORZLQJ��DQG�GHOHWLQJ�DFFRXQWV�DQG�SDJHV�WKDW�
WKH\�VHH�DV�KDUPIXO��7KLV�FDWHJRU\�RI�DFWLRQ�R΍HUV�
LPPHGLDWH�UHOLHI�IURP�KDUPIXO�FRQWHQW��7KH�XVHUVȇ�
H[SHULHQFHV�GLVFXVVHG�DERYH�VKRZ�WKDW�DVLGH�IURP�
DZDUHQHVV� DQG� NQRZOHGJH� DERXW� IRUPDO� FRQWHQW�
UHSRUWLQJ�FKDQQHOV��XVHUV�ZRXOG�QHHG�WR�RYHUFRPH�
PXOWLSOH� SROLWLFDO�� FXOWXUDO�� DQG� VRFLDO� EDUULHUV� LI�
WKH\�DUH�WR�PRUH�SURDFWLYHO\�HQJDJH�LQ�PRGHUDWLQJ�
WKHLU�GLJLWDO�VSDFHV�
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4 KEY RECOMMENDATIONS

:H�VXJJHVW�WKUHH�PDLQ�VHWV�RI�RQOLQH�DQG�RɞLQH�
solutions that can drive systemic, collective ef-
forts to make digital spaces safer for existing 
and new users.

1. Encourage users already utilizing ‘exit strate-
gies’ to engage in active content reporting and 
moderation.

6RFLDO�PHGLD�FRPSDQLHV�VKRXOG�IRFXV�WKHLU�H΍RUWV�
RQ�HQJDJLQJ�WKRVH�DOUHDG\�DFWLQJ�WR�PDNH�WKHLU�RQ�
OLQH�VSDFHV�VDIHU��8VHUV�DFURVV�DOO� IRXU�JHRJUDSK�
LF� UHJLRQV�� SDUWLFXODUO\� WKRVH� ZKR� DUH� FRQQHFWHG�
WR�GLUHFW�SDUWLFLSDQWV�RI�YLROHQFH��DUH�DZDUH�RI�WKH�
FRQWHQW� UHSRUWLQJ� PHFKDQLVPV� RQ� VRFLDO� PHGLD�
SODWIRUPV��7KH\�DUH�QRW� LQFOLQHG� WR�XVH� WKHP���RU�
FRQWLQXH�XVLQJ�WKHP���EHFDXVH�WKH\�GR�QRW�NQRZ�LI�
UHSRUWLQJ�OHDGV�WR�WDQJLEOH�UHVXOWV��ΖQVWHDG��WKH\�ID�
YRU�RWKHU�UHVSRQVHV�VXFK�DV�EORFNLQJ��XQIROORZLQJ��
RU�RɞLQH�HQJDJHPHQW�VXFK�DV�GLUHFW�FRQIURQWDWLRQ��
UHSRUWV�WR�SROLFH��RU�WXUQLQJ�WR�WUXVWHG�FRPPXQLW\�
ȴJXUHV��

ΖPSURYH�WUDQVSDUHQF\�DQG�IHHGEDFN�ORRSV�
in formal content reporting features. 
2SWLRQV� FRXOG� LQFOXGH� LQVWDQW� UHVSRQVH�
IHDWXUHV� WKDW� WDOO\� WKH� QXPEHU� RI� RWKHU�
FRPSODLQWV� RI� KDUPIXO� FRQWHQW� RQ� WKLV�
SRVW� DQG� SURYLGH� XVHUV� LPPHGLDWHO\� ZLWK�
WKH�VWHSV�WKDW� WKH�FRPSDQ\�ZLOO� WDNH� LI� WKH�
FRQWHQW� LV� GHHPHG� KDUPIXO�� $GGLWLRQDO�

RSWLRQV� WR� ȆUHSRUW� DQRQ\PRXVO\ȇ� RU� ȆUHSRUW�
ZLWK�IHHGEDFNȇ�FRXOG�KHOS�WR�UHGXFH�EDUULHUV�
WR� UHSRUWLQJ�� ([DPSOHV� FRXOG� EH� Ȋ<RX�
DQG� VL[W\�WKUHH� RWKHUV� KDYH� UHSRUWHG� WKLV�
FRQWHQW� DV� KDUPIXOȋ� RU� LQFOXGH� FRXQWU\�
EDVHG�UHSRUWLQJ�GDWD�VXFK�DV��Ȋ7ZR�KXQGUHG�
YLGHRV� ȵDJJHG� DV� ȆKDWH� VSHHFKȇ� KDYH� EHHQ�
UHPRYHG�WKLV�PRQWK�LQ�\RXU�FRXQWU\�ȋ

Direct users to additional ways to deal 
with harmful content online. Action in 
WKLV�DUHD�FRXOG�LQFOXGH�WKH�GHYHORSPHQW�RI�
OLQNV�WR�UHVRXUFHV�RQ�KRZ�WR�HQJDJH�LQ�QRQ�
DGYHUVDULDO� FRPPXQLFDWLRQ� ZLWK� XVHUV� RI�
GL΍HUHQW�EHOLHIV��D�OLQN�WR�D�GDWDEDVH�RI�KDWH�
VSHHFK� RU� PLVLQIRUPDWLRQ� PDQDJHPHQW�
RUJDQL]DWLRQV�� DQG� RWKHU� RSSRUWXQLWLHV� WR�
PDNH� RQOLQH� VSDFHV� VDIHU� WKDW� JR� EH\RQG�
EORFN�DQG�XQIROORZ�WKLV�XVHU�

2. Form partnerships with organizations 
LQ�FRXQWU\�ZLWK�GHHS�XQGHUVWDQGLQJ�RI�FRQȵLFW�
dynamics to help identify and transform cultur-
DO�DQG�VRFLDO�EDUULHUV�WR�FRQWHQW�UHSRUWLQJ��

(΍HFWLYHO\�DGGUHVVLQJ�FRQȵLFW�G\QDPLFV�RULJLQDWLQJ�
IURP�DQG�H[DFHUEDWHG�E\�VRFLDO�PHGLD�DFWLYLW\�UH�
TXLUHV�D�FRRUGLQDWHG�H΍RUW�EHWZHHQ�KHDGTXDUWHUV�
WHDPV�� UHJLRQDO� RU� FRXQWU\� H[SHUWV�� KRVW�FRXQWU\�
JRYHUQPHQWV�� DQG� ORFDO� FLYLO� VRFLHW\�� 6XFFHVV� XO�
WLPDWHO\� UHTXLUHV� WKH� EX\�LQ� DQG�RZQHUVKLS� IURP�

→

→

3. Focus on making private communication 
channels safer.

$FFRUGLQJ� WR� GLUHFW� SDUWLFLSDQWV� RI� YLROHQFH�� WKH�
PRVW�GDQJHURXV�DFWLYLWLHV�W\SLFDOO\�RFFXU�LQ�FORVHG�
)DFHERRN�JURXSV�DQG�PHVVDJLQJ�SODWIRUPV�VXFK�DV�
:KDWV$SS��7ZLWWHU�'0V�DQG�6LJQDO��

Create guidance and resources for 
administrators and moderators on 
upholding community standards in 
private group settings. &UHDWH� FHQWUDO�
UHVRXUFHV� DQG� WUDLQLQJ� IRU� DGPLQLVWUDWRUV�
DQG�PRGHUDWRUV�RI�FORVHG�FKDQQHOV�RQ�KRZ�
WR�PDQDJH�YLROHQFH�DQG�FRQȵLFW�ZLWKLQ�WKHLU�
FRPPXQLWLHV�� 6XFK� UHVRXUFHV� DQG� WUDLQLQJ�
DUH�QHFHVVDU\�EXW�QRW�VXɝFLHQW�WR�DGGUHVV�
WKH�LVVXHV�UHODWHG�WR�YLROHQW�FRQWHQW�LQ�FORVHG�
JURXSV�� ΖW� LV� DOVR� LPSRUWDQW� WR� XQGHUVWDQG�
WKH� H[LVWLQJ� LQFHQWLYHV� IRU� DGPLQLVWUDWRUV�
DQG� PRGHUDWRUV� WR� DFFHVV� UHVRXUFHV� DQG�
SDUWLFLSDWH�LQ�WUDLQLQJ�WKHQ�VHHN�WR�H[SDQG�
these incentives.  

)DFLOLWDWH� QHWZRUNLQJ� RU� LQIRUPDWLRQ�
sharing channels amongst administrators 
DQG� PRGHUDWRUV� RI� GL΍HUHQW� JURXSV� WR�
share best practices� LQ�PLWLJDWLQJ�KDUPIXO�
FRQWHQW� DQG� IRVWHULQJ� SRVLWLYH� GLDORJXH� LQ�
WKHLU�JURXSV�� ΖQ�FRQVXOWDWLRQ�ZLWK� ORFDO�FLYLO�
VRFLHW\�� ORFDO� JRYHUQPHQW� SDUWQHUV�� DQG�
FRXQWU\�H[SHUWV��DV�DSSURSULDWH��PDS�WKH�NH\�
DGPLQLVWUDWRUV� DQG� PRGHUDWRUV� RI� SULYDWH�
RQOLQH� JURXSV�� ([SORUH� ZD\V� LQ� ZKLFK� WR�
FUHDWH�QHWZRUNV�DPRQJ�WKHVH�VWDNHKROGHUV�
DQG� IRVWHU� LQIRUPDWLRQ�VKDULQJ�ERWK�ZLWKLQ�
FRXQWU\� FRQWH[WV� DQG� DFURVV� ERUGHUV��  

WKRVH� ZKR� DUH� PRVW� D΍HFWHG� E\� WKH� FULVHV� DQG�
WKRVH�ZKR�ZLOO�EH�FULWLFDO�WR�ORQJ�WHUP�VXFFHVV��6R�
FLDO�PHGLD�FRPSDQLHV�QHHG�WR�KDYH�WKH�ULJKW�NLQG�
RI�SHUVRQQHO�DQG�WKH�VWUDWHJLF�YLVLRQ�WR�ZRUN�ZLWK�
ORFDO� JRYHUQPHQW� DQG� JURXSV� ZRUNLQJ� RQ� KDWH�
VSHHFK�WR�DGGUHVV�WKH�PXOWL�OD\HUHG�GLPHQVLRQV�RI�
FRQȵLFW�WKDW�D΍HFW�WKH�GLVVHPLQDWLRQ�DQG�UHSRUWLQJ�
on violent content.  

Assign a civil society point-person 
assigned to a country portfolio and create 
UHJXODU� PHHWLQJV� IRU� ORFDO� FLYLO� VRFLHW\��
UHOLJLRXV� FRPPXQLWLHV�� \RXWK� JURXSV��
QDWLRQDO� VHFXULW\� JURXSV�� DQG� DLG� ZRUNHUV�
WR� VKDUH� LQWHOOLJHQFH�� FRQFHUQV� DQG� ULVNV��
DQG� ȴJXUH� RXW� ZKR� ZDV� EHVW� SODFHG� WR�
UHVSRQG� WR� FKDOOHQJHV� DQG� RSSRUWXQLWLHV�
SUHVHQWHG�WKHUH��7KLV�VKRXOG�EH�UHȵHFWHG�LQ�
DJUHHLQJ�WR�D�VKDUHG�GHȴQLWLRQ�RI�SXUSRVH�
DQG� EHQFKPDUNV� IRU� VXFFHVV�� LQYROYLQJ�
FRPPXQLWLHV�� ORFDO� JRYHUQPHQW�� DQG� WKH�
ZKROH�RI�WKH�FRPSDQ\�LWVHOI�

Co-design and implement interventions 
LQ� FRQȵLFW�D΍HFWHG� FRPPXQLWLHV� LQ�
partnership with local organizations 
to transform the structural, social, and 
cultural barriers� WR� PLWLJDWLQJ� KDUPIXO�
FRQWHQW�RQOLQH�DQG�FRQWULEXWH�WR�D�KHDOWK\�
RQOLQH� HQYLURQPHQW�� 7KLV� FRXOG� LQFOXGH�
RQOLQH� DFWLYLVP� FDPSDLJQV� WKDW� HPSKDVL]H�
WKH� WUDQVIRUPDWLYH� SRWHQWLDO� RI� XVHUV� ZKR�
VWULYH� WR� PDNH� RQOLQH� VSDFHV� VDIHU�� 6XFK�
FROODERUDWLRQV� DUH� FUXFLDO� WR� UHVSRQG� WR�
WKH� FRQȵLFW� G\QDPLFV� RI� WRGD\� DV� ZHOO� DV�
WKH� FRQȵLFW� HFRV\VWHP� RI� WRPRUURZ� DV�
QHZ�XVHUV�LQ�FRQȵLFW�D΍HFWHG�FRPPXQLWLHV�
FRQWLQXH�WR�FRPH�RQOLQH��

→
→

→
→

.H\�5HFRPPHQGDWLRQV
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Broadly publicize strategies for reporting 
hateful or violent content shared through 
closed groups and private messages. 
&UHDWH� UHSRUWLQJ� PHFKDQLVPV� IRU� FORVHG�
JURXS�� FRQYHUVDWLRQ�� DQG� PHVVDJH�OHYHO�
FRPPXQLFDWLRQV�� ΖI� VXFK� FKDQQHOV� DUH�
DOUHDG\� LQ� SODFH�� PDNH� WKHP�PRUH� YLVLEOH�
DQG� HGXFDWH� XVHUV� RQ� KRZ� WR� SURDFWLYHO\�
UHSRUW�VXFK�KDUPIXO�FRQWHQW�DW�HDFK�OHYHO��

7KLV�VWXG\�VKRZV�WKH� LPSRUWDQFH�RI�FKDQJLQJ�WKH�
QDUUDWLYH� DURXQG� FRQWHQW� UHSRUWLQJ� WR� UHȵHFW� WKH�
UHDOLW\� WKDW� SHRSOH� FORVHVW� LQ� SUR[LPLW\� WR� YLROHQW�
FRQȵLFWV�JHQHUDOO\�ZDQW�WR�PDNH�WKHLU�RQOLQH�VSDF�
HV�VDIHU�E\�XVLQJ�GL΍HUHQW�WDFWLFV��)XWXUH�LQLWLDWLYHV�
WR�SURPRWH�VDIH�GLJLWDO�VSDFHV�VKRXOG�EH�LQIRUPHG�
E\�WKHVH�SHUVSHFWLYHV�

→
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���%HKUPDQ��0HJDQ��Ȋ:KHQ�JDQJV�JR�YLUDO��8VLQJ�VRFLDO�PHGLD�DQG�VXUYHLOODQFH�FDPHUDV�WR�HQKDQFH�JDQJ�
GDWDEDVHV�ȋ�+DUY��-/�	�7HFK�����������������

���&DUUROO��5RU\����������Ȋ%ORJ�GHO�1DUFR��$XWKRU�:KR�&KURQLFOHG�0H[LFRȇV�'UXJV�:DU�)RUFHG�WR�)OHH�ȋ����
$SULO��KWWSV���ZZZ�WKHJXDUGLDQ�FRP�ZRUOG������PD\����EORJ�GHO�QDUFR�PH[LFR�GUXJ�ZDU 

���5XGQHU��0DUWLQ��Ȋȇ(OHFWURQLF�-LKDG�Ȇ��7KH�ΖQWHUQHW�$V�$O�4DHGDȇV�&DWDO\VW�IRU�*OREDO�7HUURU�ȋ�6WXGLHV�ΖQ�
&RQȵLFW�	�7HUURULVP��YRO������QR�������-DQ��������SS����������

���0DF$VNLOO��(ZHQ����������Ȋ%ULWLVK�$UP\�&UHDWHV�D�7HDP�RI�)DFHERRN�:DUULRUV�ȋ�-DQXDU\����KWWSV���ZZZ�
WKHJXDUGLDQ�FRP�XN�QHZV������MDQ����EULWLVK�DUP\�IDFHERRN�ZDUULRUV���WK�EULJDGH 

���5REHUWV��7RQ\��DQG�*DXWKLHU�0DUFKDLV��Ȋ$VVHVVLQJ�WKH�UROH�RI�VRFLDO�PHGLD�DQG�GLJLWDO�WHFKQRORJ\�LQ�
YLROHQFH�UHSRUWLQJ�ȋ�&RQWHPSRUDU\�5HDGLQJV�LQ�/DZ�	�6RFLDO�-XVWLFH�����QR�����������

���.HPS��6LPRQ��Ȋ'LJLWDO�(O�6DOYDGRU��$OO�WKH�6WDWLVWLFV�<RX�1HHG�LQ��������'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�
ΖQVLJKWV�ȋ�'DWD5HSRUWDO��'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�ΖQVLJKWV��)HEUXDU\�����������KWWSV���GDWDUHSRUWDO�
FRP�UHSRUWV�GLJLWDO������HO�VDOYDGRU. 

���.HPS��6LPRQ��Ȋ'LJLWDO�*XDWHPDOD��$OO�WKH�6WDWLVWLFV�<RX�1HHG�LQ��������'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�
ΖQVLJKWV�ȋ�'DWD5HSRUWDO��'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�ΖQVLJKWV��)HEUXDU\�����������KWWSV���GDWDUHSRUWDO�
FRP�UHSRUWV�GLJLWDO������JXDWHPDOD. 

���.HPS��6LPRQ��Ȋ'LJLWDO�+RQGXUDV��$OO�WKH�6WDWLVWLFV�<RX�1HHG�LQ��������'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�
ΖQVLJKWV�ȋ�'DWD5HSRUWDO��'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�ΖQVLJKWV��)HEUXDU\�����������KWWSV���GDWDUHSRUWDO�
FRP�UHSRUWV�GLJLWDO������KRQGXUDV. 

���.HPS��6LPRQ��Ȋ'LJLWDO�.HQ\D��$OO�WKH�6WDWLVWLFV�<RX�1HHG�LQ��������'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�
ΖQVLJKWV�ȋ�'DWD5HSRUWDO��'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�ΖQVLJKWV��)HEUXDU\�����������KWWSV���GDWDUHSRUWDO�
FRP�UHSRUWV�GLJLWDO������NHQ\D.

����.HPS��6LPRQ��Ȋ'LJLWDO�7DQ]DQLD��$OO�WKH�6WDWLVWLFV�<RX�1HHG�LQ��������'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�
ΖQVLJKWV�ȋ�'DWD5HSRUWDO��'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�ΖQVLJKWV��)HEUXDU\�����������KWWSV���GDWDUHSRUWDO�
FRP�UHSRUWV�GLJLWDO������WDQ]DQLD. 

5 SOURCES

����.HPS��6LPRQ��Ȋ'LJLWDO�.\UJ\]VWDQ��$OO�WKH�6WDWLVWLFV�<RX�1HHG�LQ��������'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�
ΖQVLJKWV�ȋ�'DWD5HSRUWDO��'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�ΖQVLJKWV��)HEUXDU\�����������KWWSV���GDWDUHSRUWDO�
FRP�UHSRUWV�GLJLWDO������N\UJ\]VWDQ. 

����.HPS��6LPRQ��Ȋ'LJLWDO�0\DQPDU��$OO�WKH�6WDWLVWLFV�<RX�1HHG�LQ��������'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�
ΖQVLJKWV�ȋ�'DWD5HSRUWDO��'DWD5HSRUWDO�Ȃ�*OREDO�'LJLWDO�ΖQVLJKWV��)HEUXDU\�����������KWWSV���GDWDUHSRUWDO�
FRP�UHSRUWV�GLJLWDO������P\DQPDU. 

6RXUFHV



www.sfcg.com


